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Abstract 
As technology and social media become more intertwined with our everyday lives, 
people are more exposed to various types of victimizations. The purpose of this study is 
to examine how our online and offline lifestyle choices can contribute to our risk of 
becoming a sexual crime victim. A random sample of college students from a 
Massachusetts college was used to gather the necessary information. This survey data 
was analyzed based on major theoretical components derived from the lifestyle exposure 
and social learning perspectives. This study determined that both online and offline 
lifestyle and social learning theory have a substantial impact of victimization risk. 
 
Keywords: Influential factors, risky lifestyle, crime victimization, cyber space, 
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Introduction 
 Since the commercialization of the Internet in 1995, interaction between 
individuals has gone from face-to-face communication to exchanges through the use of 
social networking sites. In a 2009 Pew Research Poll, over 80% of adolescents have 
access to the Internet in their homes (Marcum , Ricketts, & Higgins, 2010). More 
recently social networking sites such as Facebook and Twitter have become popular. 
These sites are used as a way for people to communicate with family, friends, and others 
who share similar interests. Along with the rise in social networking sites has come the 
rise in the use of smartphones. Smartphones are phones that have abilities similar to 
computers allowing users to access the Internet as well as download applications or 
programs onto their phone (National Center for Missing and Exploited Children, 2013). 
In a study done by the Pew Research Center’s Internet & American Life Project (2012), it 
was found that 56% of adults have a smartphone compared to 80% of young adults (ages 
18-29). This increase in use of smartphones along with the prevalence of social 
networking sites in everyday life can open people up to the risk of victimization. This risk 
of victimization becomes even more prevalent when people engage in both risky online 
and offline behavior.   
 The present study contributes evidence to the link between online and offline risk 
taking and the connection to crime victimization both online and offline. With the growth 
in social networking site popularity, it is important for people to be aware of the risks 
involved with these types of sites. Even though many different age groups frequent social 
networking sites, this study is mostly concerned with the college-aged adults who are 
more likely to engage in risky offline as well as risky online behavior. The findings from 
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this research will help to design educational programs to better educate people on ways to 
protect themselves online and become aware of the risks social networking sites can 
present. This study will contribute to the literature by addressing issues associated with 
the growing popularity of social networking sites. This study will also contribute research 
regarding risky lifestyle choices and the link to victimization.   
 The purpose of this study is to look at whether risky behavior in the physical 
world has an effect on risky online behavior. This study will also explore whether the 
presence of risky online and offline behavior leads to an increased risk of crime 
victimization. The final purpose of this study is to determine if establishing social 
learning decreases a person’s chances of victimization. The major criminological theories 
that will be used in this study will be social learning theory and lifestyle exposure theory. 
The elements of these theories will be applied to both risky online lifestyles as well as 
risky physical world lifestyles.  
 In the following sections, past research will be presented to supplement the data 
gathered in this research. An overview will be given as to how the hypotheses were tested 
as well as how the data was collected and analyzed. The study will close with a 
discussion of the findings, limitations, as well as policy implications. 
Theoretical Framework 
Lifestyle Exposure Theory 
 Lifestyle exposure theory looks at how a person’s everyday lifestyles can lead to 
victimization. Developed by Hindelang, Gottfredson, and Garofalo (1978) who stated 
that lifestyles are routine, and the risk of victimization is not differentially exposed. A 
person’s daily lifestyle patterns and activities influence the individuals’ amount of 
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exposure to places and times with varying risks of victimization (Choi, 2008). Also 
contributing to a person’s lifestyle choices is dependency of social roles and status.  
Choi (2008), in a study entitled Computer Crime Victimization and Integrated 
Theory: An Empirical Assessment, presents the argument that routine activities theory is 
actually an expansion of lifestyle exposure theory. Choi (2008) claims that the lifestyle 
variables featured in lifestyle exposure theory is what Cohen and Felson call target 
suitability in routine activities theory. These theories are both applied to the risk of crime 
victimization by looking at an individual’s daily activities and then analyzing the risk. 
Routine activities theory takes it to the next level by applying the additional elements: 
lack of capable guardianship and motivated offender.  
The present study captured the main elements of place, time, and lifestyle patterns 
that Choi (2008) discussed.  Lifestyle exposure theory was applied to the physical world 
in terms of the activities people engage in. Engaging in risky behaviors such as 
frequenting bars, clubs, parties, speeding, drunk driving, alcohol use, and drug use can 
lead to lowered inhibitions as well as lowered awareness of surrounding environments. 
These factors can place people in the situations outlined by Hindelang et al. where a 
person’s level of exposure in various places and times can lead to becoming a victim of a 
crime.  
Lifestyle exposure theory can also be applied to online lifestyles. For the purposes 
of the present research, the risky online lifestyles of social networking, lack of online 
security, and online identity are examined. By applying the same aspects of lifestyle 
exposure theory that can be applied to the physical world, parallels can be drawn in the 
online world. Individuals can end up in places and times where they become a suitable 
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target for victimization both online and when they re-enter the physical world. An 
example of this would be when a person posts that they are going on vacation for a week 
on a social networking site such as Facebook. By posting this information online in this 
specific place before leaving on vacation they have opened themselves up to possibility 
of becoming victimized in the physical world (Smith C. , 2010).  
Social Learning Theory  
 Durkin, Blackston, Dowd, Franz, and Eagle (2009), in a study entitled The 
Comparative Impacts of Risk and Protective Factors on Alcohol-Related Problems in a 
Sample of University Students, used social learning theory, developed by Ronald Akers, 
to determine risk factors associated with alcohol-related disorders as they related to 
college students. Akers developed social learning theory as an expansion on Donald 
Sutherland’s differential association theory by combining Sutherland’s theory with 
behavioral principles. Akers created this theory around four major tenants: differential 
association, differential reinforcement, definitions, and imitation. Differential association 
refers to who someone associates with and how that affects behavior. Definitions are 
attitudes that are developed through various social interactions. Differential 
reinforcement deals with anticipated and actual consequences of engaging in a behavior. 
Finally imitation is the modeling of behavior through observing others (Skinner & Fream, 
1997). Durkin et. al. examined social learning theory, as having three major components 
associated with learning deviant behavior. The three components used by Durkin et. al. 
were differential association, differential reinforcement, and definitions. It was found that 
differential association is the most important factor when determining risk factors 
associated with binge drinking. According to Durkin et Al. (2009) “differential 
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association includes exposure to individuals who engage in certain forms of behavior, as 
well as the exposure to different sets of norms and value systems as a consequence of 
such an association” (p. 699). This study tested three different hypotheses that relate to 
this theory: (1) “protective factors will be negatively correlated to alcohol-related 
problems,” (2) “risk factors will be positively related to alcohol-related problems,” and 
(3) risk factors will be more important than protective factors in explaining alcohol-
related problems” (p. 700). Durkin et. Al.’s research concluded that all three hypotheses 
were supported. The data suggested that both risk factors and protective factors have an 
important role in understanding alcohol-related problems of college students. It was also 
determined that the differential association element of social learning theory was the best 
predictor of alcohol-related problems.  
 Findings taken from Durkin et. al.’s research can be applied to the present study, 
specifically the elements of differential association and definitions. When discussing 
risky physical world behavior, differential association is very important. According to 
Akers, “Differential association refers to the process by which individuals, operating in 
different social contexts, become exposed to, and ultimately learn, normative definitions 
favorable and unfavorable to criminal and legal behavior” (Skinner & Fream, 1997). 
Whom an individual associates with plays a role in what risky behaviors they engage in. 
The activities one’s peers participate in, both risky as well as non-risky can dictate the 
individuals’ chances of participating in an activity. The element of differential association 
can further be applied to risky online behaviors. Similar to whom someone associates 
with in the physical world, the “friends” people make online play a role in ones’ chances 
of participating in a risky online activity such as cyberbullying. Definitions, or one’s 
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perceptions of a deviant behavior, can also be applied to the present research. According 
to Akers the definitions tenant of the theory refers to attitudes about specific behaviors 
learned through differential association, imitation, as well as other sources found in one’s 
social environment (Skinner & Fream, 1997). In the physical world whether a specific 
behavior is considered an acceptable behavior can dictate one’s willingness to participate 
in the activity. Similar to the physical world, choosing to participate in a risky online 
activity such as cyberbullying is also dependent on whether the individuals involved 
consider the behavior to be acceptable. These definitions of what constitutes risky 
behavior in both the physical and online worlds are what can determine people’s 
perceptions of risky behavior. These elements when applied to the variables have an 
impact on victimization. Also how people perceive risky behavior both online and offline 
can have an impact on the risk of victimization. If people do not consider their behavior 
to be risky while at the same time others feel it is leads to victimization.   
Risky Offline Lifestyle 
 Risky offline lifestyles can be described as a deviant lifestyle diverse from the 
norm of society. Activities such as frequenting bars, clubs, house parties, excessive 
alcohol and drug use, as well as unsafe vehicular activities such as speeding and driving 
while drunk can be considered dangerous lifestyle choices. People are often drawn to 
risky lifestyle choices because they have the natural tendency to rebel and are perceived 
as fun by popular culture (Smith & Foxcroft, 2009). Risky lifestyle choices often allow 
people to do things that are outside the norm for their lives thus becoming an escape from 
“real” life. Variance from the norm of everyday life can be an adrenaline rush for 
someone looking for an escape. Seeking risky behavior is a very powerful motivator for 
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people, providing them with this high propels them to want to achieve that high again or 
even exceed it.  
The perceived fun and escape from everyday life by partaking in dangerous 
lifestyle choices increases the risk of victimization. Individuals who partake in events 
such as, frequenting clubs, bars, house parties, excessive alcohol and drug use are at a 
higher risk of becoming the victim of a crime or partaking in a crime themselves. Risky 
lifestyle choices make people more susceptible to being victimized because they often 
lower a person’s guard and inhibitions making them an easy target for predators (Monks, 
Tomaka, Palacios, & Thompson, 2010). While partaking in risky lifestyle choices is not 
entirely frowned upon by society, people making deviant choices are likely to increase 
their chances of becoming a victim of a crime. 
Social Networking Sites 
 Social networking sites are websites that connect people together by allowing 
them to share interests and activities with friends, family, colleagues, as well as people 
with similar interests (PC Mag, 2013). Social networking sites can come in many 
different forms, some examples include: Facebook, Instagram, Twitter, and Snapchat. 
According to a 2013 Pew Research poll, 89% of 18 to 24 year olds actively use a social 
networking site (Brenner & Smith, 2013). 
 Facebook is the most popular and widely used social networking site in the world 
with over one billion users (Smith, Segall, & Cowley, 2012). Facebook has been 
instrumental in the modernization of how people communicate with one another as well 
as how people share information about themselves. Moreno, Brockman, Wasserheit, and 
Christakis (2012) classify the main tools of Facebook as: gaining friends, private 
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messages, and user profiles. To gain friends on Facebook, the process of “friending”, or 
asking another person to make their accounts mutually accessible, is commonly used. 
Another common tool of Facebook is profile-to-profile private messages, better known as 
Facebook Chat. This feature is similar to early instant messaging services such as AIM 
(AOL Instant Messenger) where people can privately chat, share images, and videos. The 
most important feature of Facebook is the user profile. The account holders use a 
template pre-designed by Facebook to create their profile. This profile allows the 
accountholder to decide what aspects of their life they wish to publically share with their 
“friends” (Moreno , Brockman, Wasserheit, & Christakis, 2012).  
 Other forms of social networking sites include Twitter, Instagram, and Snapchat. 
Twitter is a site where videos, pictures and messages in 140 characters or less are posted 
and shared. Twitter is unique in its various uses; while it can be used to communicate 
with friends similar to Facebook, the most frequent use comes from the media. News 
articles and updates are posted on Twitter often with hyperlinks1 to more information. 
Twitter is also used by the media to gather information about an event happening in the 
world (Aegerter, 2013). Twitter also has a major celebrity presence; various celebrities 
use Twitter to connect to their fans and express opinions on a variety of topics. While 
Facebook has a celebrity presence as well, it is not as widely accessible as Twitter due to 
more stringent privacy protections.  
Instagram is a subsidiary of Facebook acquired in April 2012 for $1 billion (Rusli, 
2012). Messages can be posted on Instagram accompanied by a photo or fifteen second 
video. Like Twitter, Instagram has a wide celebrity presence where people can “follow” 	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  1	  Hyperlinks	  are	  pieces	  of	  clickable	  text	  that	  when	  clicked	  on	  transports	  a	  person	  to	  another	  page	  that	  provides	  additional	  information	  (Merriam-­‐Webster,	  2013).	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their favorite celebrities to see a behind the scenes look at their lives. This site also 
popularized the use of hash tags (#). Hash tags categorize pictures and posts, so when a 
term is key word searched on the site all posts recently tagged in the digital library with 
that particular hash tag appear on your screen (Humphrey, 2013).  
Snapchat is one of the fastest growing mobile apps in the world. Currently, it is 
the sixth most popular free application (app) in the US Apple app store (Dredge, 2013). 
Although the app is only two years old, 9% of American mobile phone users were 
already using the app. The research shows that 26% of the users were between 18-29 
years old (Dredge, 2013). Snapchat allows users to send photos and videos called “snaps” 
to other users of the app. These messages are typically viewed and after 10 seconds the 
message disappears and cannot be retrieved. The problem with Snapchat is that it is most 
often associated with “sexting”. This is because of the nature of what Snapchat does; it 
gives a sense of security to users that their image will be gone after 10 seconds and 
without repercussions. This is not the case because the “snaps” can be captured as a 
screenshot and saved onto your phone (Bromfield, 2013). While the sender is alerted that 
this has happened, it does not prevent the picture from spreading. Snapchat is a relatively 
new application and people are still learning its scope. However, applications like this are 
popping up more and more as alternatives to Facebook and Twitter because of their 
perceived safety and user-friendly appearances.  
Risky Online Lifestyle 
 Risky online lifestyles consist of activities that take place online and can be also 
considered outside the norm of society. This study will look at two risky online 
behaviors: 1) online identity and 2) lack of Internet security. Online identity is the 
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identity you use while you are online (Carnegie Mellon University, 2014). Typical places 
people create online identities are social networking sites, gaming sites, blogs, or other 
online communities, and dating sites. The most typical identifier of online identity is the 
use of your real or a fake identity. Use of ones’ real identity has created many problems 
for both Internet users and websites. Sites such as Facebook and Google+ use to have 
strict policies about using fake identities on their sites. This ignited Nymwars, conflicts 
over sites real name policies (Galperin, 2011). User profiles on these sites were deleted 
without warning simply because Google and Facebook deemed the identities and photos 
used to be false thus violating the policy. Later both sites reversed course after backlash 
from many users who were concerned about protecting their privacy (Gibbs, 2014). 
While the use of a fake identity online can be for reasons of privacy or creating an 
identity one is comfortable with, many people who create fake identities online are doing 
so to do harm. Some use fake identities to commit crimes and victimize others through 
cyberbullying, catfishing, online stalking, and online sexual harassment all of which will 
be addressed in this study.   
 The lack of online security management can also be considered as a risky lifestyle 
choice. The lack of online security management opens a person up to not just the 
possibility of crime victimization and exposure of privacy but other types of computer 
crime as well such as hacking and Identity theft. Online security management can be 
simple or advanced depending on how consciously managed the cyber security. It can be 
as simple as blocking access to a social networking site to unwanted outsiders or as 
complex as putting virus and firewall software on your computer. Thus the current 
research also hypothesizes that online security will pertain only to social networking 
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sites, for example Facebook. There are two main types of security management available 
to social network users, user controls and profile controls. Profile controls allow an 
individual to control what aspects of their profile can be viewed by their “friends” as well 
as what kinds of notifications they receive from the social networking site. The second 
type of online security is the user controls. The user controls are simply the controls that 
allow a user to decide who can view their profile. In a study on social network privacy 
and interpersonal victimization (2011) while users claim they are concerned with privacy, 
their security management on social network sites contradicts this. Facebook users were 
found to be more willing to post identifying information such as name and contact 
information (Henson, Reyns, & Fisher, 2011, p. 255).  While the lack of online security 
may not directly lead to victimization poor, social network security management can 
open to potential victimization. The poor security management such as not engaging 
privacy protections on social networking sites, allows anyone with access to the website 
the ability to view the profile and gather information on the potential victim. This can 
lead to cases of sexual crimes, which can lead to victimization in the physical world.  
Gender 
 When examining the overall contributing factors to victimization risk in addition 
to risky online and offline behavior as well as social learning theory gender is also 
considered a factor in victimization risk. For the victimizations examined in this study it 
could be predicted that being a female would lead to a higher level of victimization. This 
can also be seen as true because of the risk factors considered; females are more likely to 
use social networking sites (74%) when compared to males (72%) (Brenner & Smith, 
2013). This means females are more likely to be targeted for crimes such as cyber 
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bullying, sexual harassment, stalking, etc. through social networking sites because the are 
more readily available than males. In a study done by Zaykowski and Gunter on gender 
differences in victimization risk, they determined that males were more likely to be both 
offenders and as a result victims as well, when compared to females. Females were found 
to be more at risk for victimization the lower their GPA and when found to be engaging 
in violent deviant behaviors (Zaykowski & Gunter, 2013). Overall previous research 
shows that gender can be an important factor in both offender and victimization risk. 
However, for the purpose of this study only victimization risk was examined. In the 
following section the three victimization categories evaluated in this study are discussed.  
Victimization 
Social networking sites have become a major part of modern day society. 
However, with the rise in social media there has been an increase in victimization risk. 
Social networking sites are perfect places for offenders to stalk their prey or recruit 
people for their crimes. This occurs because more illegal activity can occur on the 
Internet. These sexual offenders preyed on these targets because they can remain 
anonymous, and many cases are involved with transnational crime issues. In this study 
three categories of crime victimizations: sexual, interpersonal, and cyberbullying are 
discussed. 
The first category of victimization examined for this study is sexual victimization, 
consisting of prostitution, online sexual harassment, and physical sexual assault. The first 
instance looked at for this study is online prostitution. In a case in Ottawa, two teenage 
girls recently pled guilty to befriending other girls and forcing them to become “escorts” 
in their prostitution ring. The victims ranging in age between thirteen and seventeen 
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reported being assaulted, robbed, beaten, and photographed. The teenagers’ prostitution 
ring was broken up in June 2012 when the leaders were arrested (The Canadian Press, 
2013). This instance in Ottawa, Canada is just one example of how social media can lead 
to people becoming the victims of sexual crimes. Instances such as the case in Ottawa 
show how social networking can have an effect on prostitution. Prostitution rings can 
now utilize social networking sites to both look for victims and conduct transactions with 
clients.  
The next instance of sexual crime victimization is physical sexual assault. Some 
of the more prominent cases involving sexual victimization transferring from online to 
the physical world involve the website Craigslist. Dr. Jacqueline Lipton (2011) wrote a 
book about the issues involving the prosecution of crimes that occur in both cyberspace 
and the physical world. One of the issues that she discusses is the victim’s inability to 
fight back when their online and offline worlds collide. An example involves Craigslist 
where a person was victimized in the real world because of a posting about a rape 
fantasy. The victim was actually raped in the real world by a third party who claimed he 
was acting on the victim’s invitation because her personal information was posted on the 
site. It hard for the victims to gain closure because of the difficulty to establish who 
exactly posted the information online (Lipton, 2011).   
The final instance associated with the online sexual crime victimization category 
is sexual harassment. This is when someone is being sent messages, including photos and 
videos, which are unwanted and sometimes lewd in nature. These can be sent over cell 
phone, email, instant message, or through social networking services. While the users 
may know each other, sometimes these messages can come from strangers met on the 
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Internet. Online sexual harassment is harder to prosecute similar to other cybercrimes due 
to jurisdictional issues associated with the Internet and the underreported nature of these 
instances. However, the New Jersey Senate panel has recently approved a bill that would 
make cyber-harassment illegal. The bill bans people from using electronic means as well 
as social media to threaten to injure, commit a crime against, or send obscene material to 
or about someone (Johnson & Friedman, 2013).  
 The second category of victimization examined for this study is interpersonal 
victimization specifically catfishing and stalking. Online interpersonal victimization 
starts online from online activities such as using social networks, online auction sites, and 
gaming sites. While many cyber victimization cases spill over to the offline world, some 
do stay purely on the Internet. The most recent cases in the news are instances of 
“catfishing”, also known as impersonating someone else online and interacting with 
others (Shaw, 2013). Typically, instances of catfishing involve two victims and the 
offender. The victims generally consist of the direct victim who is being manipulated by 
the offender, and the secondary victim whose likeness (often photos) are used to create 
the false profile (Viacom International Inc, 2014). Catfishing schemes have consequences 
for the person being deceived as well as for the person whose likeness is being used by 
the perpetrator.  
The most well known instance of catfishing involved NFL linebacker Manti Te’o 
in the months leading up to the 2013 NFL draft. While Te’o was at the University of 
Notre Dame he began a relationship with a women named Lennay Kekua. The 
relationship between the two was strictly online and over the phone. During the 
relationship Kekua was in a serious car accident and later diagnosed with leukemia. Te’o 
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was later informed that she had died and used the death as motivation for his senior year 
play at Notre Dame. Before the college football BCS title game Te’o was informed that 
Kekua was not dead and in fact never existed. After investigation by the university, it was 
discovered that Te’o was the victim of an elaborate catfishing scheme concocted by a 
man named Ronaiah Tuiasosopo using photos of a women from his high school (Burke & 
Dickey, 2013). Tuiasosopo said that he created Kekua as an extension of himself and an 
escaped from his real life where he was not comfortable with himself (Associated Press, 
2013). Te’o ended up being drafted in the second round thirty-eighth overall by the San 
Diego Chargers, and had a very successful rookie season.  
In another case from New York, a model is suing the dating website Match.com 
for allowing someone to steal via the web and use her likeness to scam a man for money 
until he had none left to give and was driven to suicide (Fishbien, 2013). This is a 
common result of catfishing schemes where victims are sought to provide money in order 
to assist the catfisher. There are many cases of people falling in love with the person they 
met online. Then, a “problem” arises such as past due bills and wanting to help, they send 
money. While catfishers are sometimes hard to catch, their presence is becoming more 
widely known.  
Another instance of interpersonal crime victimization is stalking, also known as 
cyberstalking. It is the practice of an individual using the Internet to systematically harass 
and threaten someone; this can be done through social media, email, instant messaging, 
chat rooms or any other mode of online communication (Rouse, 2007). In a case in Kings 
County, Washington, a man was arrested in a prolific cyberstalking case. According to a 
KIRO (2010) news article, in less than four months the twenty-three year old suspect sent 
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269 emails and voicemails to a seventeen year old girl demanding that she send him nude 
photos or he would kill her and her family (KIRO News Seattle, 2010). According to the 
police, the suspect stalked the girl on MySpace where she had copious amounts of 
personal information. The stalking went on for several months prior to law enforcement 
involvement. Cyberstalking can easily happen due to the fact that people tend to expose 
personal information on social networking sites. Instances of cyberstalking can be very 
dangerous to the person being stalked which makes the presence of online security that 
much more important.   
The final category of victimization looked at for this study is cyberbullying. 
Cyberbullying is classified as bullying that takes place using electronic technology. This 
includes devices such as cellphones, computers, and also includes tools like social 
networking sites, text messaging and other websites (US Department of Health & Human 
Services, 2014). Focus on cyberbullying is often on students at the middle and high 
school levels. However, research is now showing that this type of bullying does carry 
over to college. In a recent study by Zalaquett and Chatters previous research by Chapell 
et al. (2006) maintains that forty percent of participants who reported being bullied in 
elementary and high school also reported that they continued to be bullied in college 
(Zalaquett & Chatters, 2014). This is significant because college students are not often 
the group that comes to mind when cyberbullying is discussed. The overall feeling is that 
children and teens grow out of cyberbullying, as they become adults. However, new 
research shows that is not the case at all. In a study done by Health Day News in 2012 
twenty-two percent of participants reported being a victim of cyberbullying in college. Of 
that twenty-two percent twenty-five percent claimed the bullying was committed through 
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the use of social networking sites and twenty-one percent came through texting (No 
Bullying, 2014). Cyberbullying is a serious problem in society one which schools at all 
levels are having trouble controlling. This is due to the cyber component of the crime and 
schools are often constrained by this aspect because the bullying isn’t necessarily 
occurring at school anymore. To address this concern states have begun enacting 
legislature that specifically addresses cyberbullying (National Conference of State 
Legislatures, 2011). 
 Victimization has spread to become an issue in not only the physical world but 
also the online world. This leads to the bigger issue of how people can protect themselves 
from danger on the Internet. The issue becomes an even bigger problem when the time 
comes to prosecute the offenders because of jurisdictional issues. As outlined above 
issues such as stalking, prostitution, catfishing, sexual harassment, sexual assault, and 
cyberbullying as issues that can affect online users. Problems such as these become 
further compounded with the popularity of social networking sites. Social networking 
sites open people up to a greater risk of victimization.  
Now that the literature regarding the theories associated with this research has 
been discussed, it is necessary to point out the parts of the theories that were used in this 
research. From lifestyle exposure theory, the most important elements addressed in this 
study were place, time, and lifestyle patterns. The lifestyle choices people make online 
coupled with the places they visit and the time in which they choose to visit that place are 
important in determining risk of victimization. From social learning theory, the most 
important elements addressed in this study were differential association and definitions. 
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Whom a person chooses to associate with as well as what activities a person defines as 
risky are important elements when assessing risky behavior. 
   In the following section the methodology and experimental breakdown are 
outlined. The process for collecting the data to prove the hypotheses as well as the 
sampling methods, variables and approach used will be discussed in detail. This study 
will be looking to prove the following hypotheses. That the presence of risky online and 
offline behavior leads to an increased risk of personal cyber crime victimization and 
establishing positive social learning experience leads to decreased chance of 
victimization. This study was done using the collection of survey data and looking for 
different patterns and variables to determine the plausibility of this study’s hypotheses. 
 
Methodology and Analysis  
 This section discusses the research method used to assess online and offline 
lifestyles, as well as elements of social learning theory that substantially influence sexual 
crime victimization. This section will be presented in three phases. Phase 1 will discuss 
the sampling techniques used to generate the sample of the study. Phase 2 will present the 
properties of measure used to obtain the data. The final stage will discuss the data 
analysis using Poisson regression analysis and results of the study. 
 This study is designed to test if the risks that people take both online and offline, 
particularly in relation to social media, have an effect on their risk of becoming a sexual 
crime victim. Prior research has shown that the risks that people take online can have a 
direct effect on the risk of victimization both online and in the physical world. When 
considering components of social learning theory, the risk of victimization can be 
explained using the tenants of the theory. By applying these tenants to online and offline 
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behaviors, victimization can be further explained. To determine the causal relationship, 
several steps will be outlined in the following section.  
Phase 1: Sample and Procedure 
Sampling 
 This study was conducted using self-report surveys at Bridgewater State 
University (BSU) during the Spring 2014 semester. In order to reflect the university 
population, stratified cluster sampling was used to gather the most accurate data. The 
adequate number of sampled students was obtained via randomly choosing elective 
classes that all students are required to take. These core liberal studies classes, taken by 
all majors, were then stratified by class level (e.g. freshman – 100 level classes, 
sophomore- 200 level classes, and upperclassmen 300 and 400 level classes). These 
classes were then entered into a computer program known as the Statistical Package for 
the Social Sciences (SPSS). The SPSS random number generator created a list of the 
university’s entire catalog of classes that fit these criteria. Classes were chosen from this 
list until a minimum of 200 students participated in the survey. 
 A survey instrument was used to assess the big picture of sexual crime 
victimization online, as well as offline, among the university student population. The 
survey items were adapted from a 2013 Korean Institute of Criminology Survey and Dr. 
Choi’s (2008) dissertation. There are advantages in utilizing university students as the 
target sample for the proposed study. First, university students are expected to be literate 
and are familiar with self-report surveys. Second, because of the low cost of computers, 
the fact that students are required to use computers to submit work for their classes, and 
for entertainment purposes most students have access to a computer. Finally, younger 
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generations have been using computers most of their lives and are more likely to see 
them as a necessity.   
 For the class selection, 39 classes were randomly selected using SPSS, to fulfill 
the requirement of a 10 class minimum. However, only 4 of the randomly selected classes 
agreed to be surveyed. This was due to the fact that the survey was administered at the 
end of the semester close to final exams. To reach the minimum of 10 surveyed classes 
the researcher reached out to professors in the criminal justice department and gained an 
additional 11 classes bringing the total number of classes surveyed to 15. A total of 274 
respondents took part in the study meaning a sample of 274 surveys were analyzed for 
this project. 
Table 1 below presents four specific demographic items (age, gender, race, and 
class) that indicate the comparison between the population and sample. Although the 
sample differs from the population in the areas of gender and class distribution, the 
results demonstrate that the sample is similar to the population for age and race. The 
sample provides a difference in the area of class distribution with freshman being 
underrepresented and sophomores and juniors being overrepresented. This result can be 
explained by the overall lack of freshman participation in the classes surveyed. It is 
unlikely that the difference in class status will substantially impact the validity of the 
results because class differences should not be considered a main factor that contributes 
to sexual crime victimization as well as the likeliness of engaging in risky behavior.  
 Even though this sample cannot be considered representative of the population on 
the basis of the compared sample and population demographic variables, the composition 
of the sample is not a major concern in this study. This is because the study is more 
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concerned with victimization rate and instances of risky behavior than it is with who 
participated in the study. 
Table 1: Comparison of Sample and Population on Available Demographic 
Characteristics 
 
Demographic characteristic A undergraduate student 
population (N= 9,684) 
 
Study Sample (N=274) 
Age 






                          Female 
                          Male 







    0.4% (n=1) 
Race 
                          White 








                            Freshman 
                            Sophomore  
                            Junior 
                            Senior 






  1% (n=133) 
 




    0.7% (n=2) 
 
Procedure 
Both the proposal and survey instrument used for this research were reviewed and 
approved by the Institutional Review Board (IRB) at BSU. In order to introduce the 
proposed research, after approval by IRB, the researcher asked the instructors in the 
chosen classrooms for access to their classes to distribute the surveys to undergraduate 
students. Since gaining access to the classrooms is essential, a combination of sending a 
formal letter to each instructor, followed by a personal meeting with the instructor, was 
used to increase the chance of gaining access. After receiving access, with the instructors’ 
permission, the survey was administered to all the students in the class who were present 
and willing to participate. The students who chose not to participate, or who were 
previously surveyed, were asked to sit quietly and patiently at their desks until the data 
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collection period was concluded. In the voluntary consent form, the student's rights and 
guarantee of anonymity are stated. This statement was also read aloud to the students by 
the researcher. This was to ensure the researcher could adequately process the acquired 
data without any additional concern about violating the privacy of the participants.  
This data was then placed into SPSS 18 in order to be analyzed. Once the data 
was analyzed conclusions and relationships based on the hypotheses were developed. 
Poisson regression analysis was used to assess these relationships between the various 
independent and dependent variables.  
Phase 2: Properties of Measure 
 Victimization 
  Victimization is made up of three different categories: (1) Sexual, (2) 
interpersonal, and (3) cyberbullying. Within these three categories there were six 
different variables examined: (1) cyberbullying, (2) sexual harassment, (3) catfishing, (4) 
sexual assault, (5) Prostitution, and (6) stalking. These categories contain a well-rounded 
sample of instances of crime victimizations that occur as a result of risky behaviors both 
offline and online.  
 These variables were coded “yes” if students reported experiencing one of the 
stated victimizations at least once and “no” if they did not experience the stated 
victimization. In addition to answering the questions with yes or no responses, the 
subjects will also note the frequency of the occurrences of these factors. In order to 
analyze these variables later the items that compose the variables are summed together to 
create one combined variable for each victimization (see tables in appendix section 5). 
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 The first category of victimization examined is sexual crime victimization made 
up of sexual harassment, physical sexual assault, and prostitution. Seven items were 
added up to contribute to online sexual harassment and are as follows: 1) use of obscene 
language online, 2) use of obscene language in emails, 3) use of obscene language on 
social networking sites, 4) use of obscene language through text messaging, 5) been 
sexually harassed, 6) received illegal sexual contents through the internet without your 
consent, and 7) been sexually harassed online. Scores ranged from zero to seven with 
zero indicating no occurrence and higher numbers indicating a high occurrence of the 
victimization (see appendix section 5-1). 
Physical sexual assault is the only completely offline form of crime victimization 
looked at for this study. Four survey items made up this variable and are as follows: 1) 
been groped inappropriately without consent, 2) had someone try to expose your private 
part(s), 3) been coerced into having oral sex, and 4) been coerced into having sexual 
intercourse (see appendix section 5-2). 
The final component looked at for this category is prostitution; three survey items 
deal with this variable and are as follows: 1) had been suggested prostitution over the 
Internet, 2) been coerced into prostitution through online means, and 3) participated in 
prostitution (see appendix section 5-5). 
 The second category of victimization looked at in this study is interpersonal 
victimization consisting of catfishing and online stalking. The first component of 
interpersonal victimization was catfishing, it is made up of three survey items: 1) been 
impersonated by someone online, 2) been catfished by someone, and 3) had your pictures 
or personal information posted without your permission (see appendix section 5-3).  
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 The second component of interpersonal victimization is stalking and is made up 
of two survey items. The two survey items both deal with being stalked one varies by 
dealing exclusively with online stalking while the other is just stalking in general (see 
appendix section 5-4).  
In the final victimization category of cyberbullying there is only one component. 
There were five items regarding cyberbullying and are as follows: 1) threatened in 
person, 2) spread private photos or movies, 3) been harassed, 4) spread rumors or 
untruthful facts, and 5) threatened online (see appendix section 5-6)The outcome analysis 
for these six variables consisted of additive scales where each scale represents the sum of 
the items.  Table 2 shows the descriptive statistics for all of the variable measures.  
Table 2 Descriptive Statistics for Study Measures 
Variables Mean SD Skewness Minimum Maximum Kurtosis 
Victimization Variables       
Cyber-bully .7628 1.52582 1.989 0 5 2.552 
Stalking .1850 .70094 5.904 0 7 44.941 
Prostitution .2628 .80539 2.963 0 3 7.152 
Sexual Harassment 1.9124 1.94230 1.106 0 7 .810 
Sexual Assault .4380 1.13138 2.563 0 4 5.093 
Catfishing .2956 .80533 2.719 0 3 6.037 
Social Learning       
Differential Association 15.1938 4.50435 .025 7 28 -.468 
Definitions 22.2490 5.75687 -.005 9 36 -.151 
Online Lifestyle       
Online ID 4.7875 2.08785 .600 2 10 -.270 
Social networking site 
security 
7.1538 1.77917 -.487 2 10 .061 
Risky Social Networking 
site activity 
15.1241 4.58912 .054 6 30 -.296 
Risky Leisure Activities 6.8764 2.72342 .140 3 15 -.710 
Risky Vocational Activities 9.8251 3.48714 -.141 4 20 -.774 
Awareness of victimization 
Offline Lifestyle 
3.9098 1.53922 .446 2 8 
 
-.527 
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Independent Variables  
This section presents the measures that make up the assessment of sexual crime 
victimization, online and offline risky behavior, and social learning theory. The risky 
offline lifestyle consisted of one observed variable, risky online lifestyle variable 
consisted of three observed variables, the social learning theory variable consisted of two 
variables, and the sexual victimization variable consisted of six observed variables. The 
main purpose of this research is to determine if each of the lifestyle variables directly 
impact sexual crime victimization. The secondary purpose is to observe the effect of 
social learning theory on all of the variables. The following is a breakdown of the three 
major hypotheses and independent variables that are tested in this research.  
Risky Offline Lifestyle 
 In terms of risky offline lifestyle, this study identified five activities that will be 
examined: frequenting bars and clubs, attending house parties, excessive alcohol use, 
drug use, and risky vehicular behavior. These behaviors offer different levels of risk in 
regards to victimization. By lowering an individual’s inhibitions, it makes them more 
prone to being targeted by a sexual predator (Monks, Tomaka, Palacios, & Thompson, 
2010).  
 For the first measure of offline lifestyle, respondents were asked yes/no questions 
where frequency of involvement in each of the examined activities is indicated. The 
second measure of the variable involved the respondent’s level of agreement with a given 
statement using a Likert scale. The items were anchored by “strongly agree” at the upper 
limit and “strongly disagree” at the lower limit. The higher scores indicate a greater level 
of participation in the listed activities. In total, thirteen questions regarding risky offline 
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lifestyle behaviors will be examined. Individuals risky offline lifestyle consisted of one 
observed variable. That variable is known as risky physical lifestyle. In order to get more 
accurate measures of the overall variable of risky offline lifestyle each observed variable 
was assessed for reliability (Figure 1).  Figure	  1:	  Risky	  Physical	  Lifestyle	  	   	  
• Physical	  Lifestyle	   1. Driven	  drunk	  in	  past	  12	  months	  2. Driven	  recklessly	  in	  past	  12	  months	  3. Go	  out	  drinking	  more	  than	  4	  times	  a	  week	  4. Gotten	  speeding/reckless	  driving	  tickets	  in	  the	  past	  12	  months	  5. I	  have	  had	  one-­‐night	  stands	  in	  college	  in	  the	  past	  12	  months	  (only	  includes	  sexual	  intercourse)	  
 
 For the first and only measure of risky offline lifestyle, five survey items that 
made up risky physical lifestyle their item-total correlation were examined. Respondents 
were asked to indicate by marking the box that best fit their feelings towards the given 
statements ranging from strongly disagree to strongly agree. The scales possible 
aggregate range is 5 to 20 with higher scores reflecting higher levels of risky behavior. 
The Cronbach’s alpha for this variable was .68, which is regarded as an acceptable level. 
This suggests that the items share a variance in common, which increases the validity of 
the overall variable.  
 An assessment of the Cronbach’s alpha for this category revealed an acceptable 
level of .68. This means that risky physical lifestyle choices such as driving drunk, going 
out drinking more than four times a week, getting tickets for speeding/reckless driving, 
and having one-night stands are all related topics and can therefore be merged together. 
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All of the activities listed above are similar in nature as they can be considered deviant 
behaviors in society. By combining these factors together into one joint variable one 
overreaching topic of risky physical lifestyle is created   
Risky Online Lifestyle on Social Networking Sites 
 In addition to offline lifestyle choices, an individual’s risky online activities also 
contribute to the risk of victimization. Within risky online lifestyle, six activities were 
identified for study: online identity, social networking site security, risky social 
networking site activities, risky vocational activities, risky leisure activities, and 
awareness of risk online. The study examined if risky online lifestyle activities influence 
a person’s chances of becoming a sexual crime victim.  
 For the first measure of online lifestyle, respondents were asked how they are 
accessing the Internet as well as what their top activities while on the Internet are. The 
next fifteen items addressed respondents’ attitudes towards the Internet using a scale 
anchored by “strongly agree” at the upper limit and “strongly disagree” at the lower limit.  
These questions are designed to gage the respondent’s attitude towards the culture of the 
Internet. The final ten questions in this measurement section are based on yes/no 
questions regarding activities partaken in by the respondents in a twelve month time 
period. This section also requires a frequency for each statement in regards to how often 
the activity was engaged in.  
 The next measure of online lifestyle specifically focuses on the social networking 
habits of the respondents. The respondents are first asked if they use social networking 
sites. If the respondents indicate that they do they move on to the next set of questions. 
The next ten short-answer questions look to see which social networking sites are being 
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utilized as well as how they are accessing these sites. These questions also look to 
determine the frequency in which respondents use the various types of sites. The tenth 
question looks as to why people choose to participate in social networking. The twelfth 
question of this section of the survey is a multiple choice question looking to determine 
how well the respondents know the individuals they interact with on these types of sites. 
The last measurement technique used to address social networking utilizes the Likert 
scale method to determine how respondents are using social networking sites. This scale 
consists of twenty-three statements in which respondents answered using “strongly 
disagree” as the lower limit and “strongly agree” as the upper limit.  
 An individuals’ risky online lifestyle consists of six observed variables. The first 
is online identity, which looks at how individuals identify themselves online. The second 
and third variables deal with social networking site security and risky activities while on 
social networking sites. The forth and fifth variables deal with risky online vocational and 
leisure activities. Finally the sixth variable deals with online exposure to victimization. 
Exposure specifically deals with ones awareness of this exposure. Thus, risky online 
lifestyle factor presented six observed variables for measurement.  
 As stated above, the risky online lifestyle factor consists of six observed 
variables: (a) online identity, (b) social networking site security, (c) risky social 
networking site activities, (d) online risky leisure activity, (e) online risky vocational 
activity, and (f) online exposure to victimization. In order to get more accurate measures 
of the overall variable of risky online lifestyle, each observed variable was assessed for 
reliability to determine its validity (Figure 2).  
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Figure 2: Risky Online Lifestyle 
 
• Online ID 1. Use of actual name 
2. Concealment of Identity 
• Social Networking Site Security 1. Setting strict privacy settings  
2. Updating privacy settings frequently 
• Risky Social Networking Site Activities 1. Sharing most events through SNS 
2. Expressing opinions and feelings via SNS 
3. Offer lots of personal information on SNS 
4. Frequently write about my life on SNS 
5. Express my opinion with honesty on SNS 
6. Express myself on sensitive issues on SNS 
 
• Risky Leisure Activities 1. Downloaded free games from unknown 
websites 
2. Downloaded free movies from unknown 
websites 
3. Downloaded free music from unknown websites 
 
• Risky Vocational Activities 1. Opened any attachment received in e-mails  
2. Opened any files or attachments I received 
through instant message 
3. Clicked on any website links in e-mail received. 
4. Clicked on pop-up message that interested me 
  
• Awareness of Victimization Risk 1. I am very exposed to crime victimization on 
SNS 
2. I can be a target for criminals based on online 
behaviors 
 
 For the first measure of risky online lifestyle two survey items that made up 
online identity (OL_ID) along with their item-total correlation are discussed. 
Respondents were asked to indicate by marking the box that best fits their feelings 
towards the given statements ranging from “strongly disagree” to “strongly agree”. The 
scales possible aggregate range is 2 to 10 with higher scores reflecting higher awareness 
of online identity. The Cronbach’s alpha was .77, which is a respectable level. This 
suggests that the items share variance in common, therefore increasing the validity of the 
variable (see section 2-1 in appendix).  
An assessment of the Cronbach’s alpha for this category revealed a respectable 
level of .77. This means that use of your actual identity while on the Internet and 
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concealment of identity are related topics and can therefore be merged together to make 
one variable. Online identity comprises of how you view yourself while online this 
consists of two factors: do you use your real identity and do you conceal your identity. 
These are very similar in meaning, concealment of ones identity means that a person is 
using their real identity just making it harder for people to locate them online. The factor 
of using your real identity takes this a step further, this measure simply asks if in order to 
further hide ones identity are the respondents using a false identity all together. By 
combining these two factors into one the two similar statements become one joint 
variable.  
 The second measure of risky online lifestyle is also made up of two survey items 
along with their total item correlation making up social networking site security 
(OL_SS). Respondents were asked to indicate by marking the box that best fits their 
feelings towards the given statements ranging from “strongly disagree” to “strongly 
agree”. The scales possible aggregate range is 2 to 10 with higher scores reflecting higher 
levels social networking security. The Cronbach’s alpha was .50 which is borderline 
acceptable (see section 2-2 in appendix).   
 While an assessment of the Cronbach’s alpha for these two statements reveals a 
borderline acceptable level the two survey items should remain merged. Social 
networking site security is an important component of overall online lifestyle. In lifestyle 
exposure theory, explained in detail above, target suitability is very important. By lacking 
in online security, specifically on social networking sites, people are opening themselves 
up to being victimized. By keeping these two social networking statements, which deal 
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with privacy settings, merged a crucial component of lifestyle exposure theory dealing 
with target suitability remains intact.  
 For the third measure of risky online lifestyle, seven survey items make up risky 
social networking site activities (OL_R.SS) along with their item-total correlation are 
discussed. Respondents were again asked to indicate by marking the box that best fits 
their feelings towards the given statements ranging from “strongly disagree” to “strongly 
agree”. The sales possible aggregate range is 6 to 30 with higher scores reflecting higher 
levels of risky social networking site activity. The Cronbach’s alpha was .85 which is a 
very good level indicating a very reliable statistic. This suggests that the items are very 
compatible and, therefore, valid (see section 2-3 in appendix).  
 An assessment of the Cronbach’s alpha for this category reveals a very good level 
of .85. This means that the seven statements regarding risky social networking site 
activity are extremely related to one another and once merged would become a very valid 
observed variable. The survey items chosen for this variable all deal with what a person 
chooses to share on social networking sites such as personal information and opinions. 
These are similar topics as they deal with ones views on the world and how one views 
themselves therefore combining them together would not alter the outcome.  
The fourth measure of risky online lifestyle consists of three survey items that 
make up online risky leisure activities (OL_RL). Similar to the measures above, 
respondents were instructed to indicate their response in the provided box. The scales 
possible aggregate range for this measure is 3 to 15 with higher scores reflecting higher 
engagement in risky leisure activities. The Cronbach’s alpha was .695, which falls in the 
acceptable range (see section 2-4 in appendix).   
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 An assessment of the Cronbach’s alpha for this measure shows that when merged 
these survey items create an acceptable and valid component of risky online behavior. 
This means that behavior regarding the illegal downloading of music, movies, and games 
are related topics and therefore can be successfully merged together.  
The fifth measure of risky online lifestyle consists of four survey items that make 
up risky vocational activities (OL_RV). Respondents were asked to indicate their level of 
agreement by marking the box with responses ranging from “strongly disagree” to 
“strongly agree”. The scales possible aggregate range is 4 to 20 with higher scores 
reflecting higher engagement in risky vocational activities. The Cronbach’s alpha was .75 
which is an acceptable level (see section 2-5 in appendix).   
 Further assessment of the Cronbach’s alpha reveals that the acceptable level of 
.75 means that the merging of these four survey items would create a valid and reliable 
observed variable. Risky vocational activities consist of activities that people do everyday 
when on the Internet such as opening files and emails. This also can include going on 
websites and chatting with other people online. By merging these activities together one 
combined variable called risky vocational activities will be created that will be a reliable 
measure for assessing risky online behavior.  
In the final measurement of risky online lifestyle, two survey items made of 
victimization exposure (OL_E). Respondents were asked to indicate by marking the box 
that best fits their feelings toward the given statements ranging from “strongly disagree” 
to “strongly agree”. The scales possible aggregate range is 2 to 8 with higher scores 
reflecting higher exposure to victimization. The Cronbach’s alpha was .62 which was 
acceptable (see section 2-6 in appendix).  The two survey items, which asked about 
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knowledge of exposure to victimization as well as target suitability items, are correlated. 
This means that awareness of ones exposure to victimization can be linked to risky online 
lifestyle. 
 In conclusion, the six components, which make up risky online lifestyle fulfilled 
the requirements and met the minimum requirements for Cronbach’s alpha allowing the 
survey items to be merged together.  
Social Learning 
 In terms of social learning, this study is looked to examine two of the four tenants 
of the theory, developed by Akers, and applied them to online education practices. The 
four tenants of the theory are: imitation, differential association, differential 
reinforcement, and definitions. For this study only the tenants of differential association 
and definitions were observed. By examining these two tenants, the study looked to 
determine if proper education regarding online safety practices affects an individual’s 
chances of being victimized. The research also looked to determine if social learning 
decreases a person’s chances of engaging in risky online behavior.  
 The measures of social learning theory was examined using Likert scaling 
techniques to determine respondent’s social learning experiences involving online 
behavior. The scale consists of twenty-three questions that touch on both differential 
association and the definitions tenants of the theory. The scale is anchored using 
“strongly agree” as the upper limit and “strongly disagree” as the lower limit. The 
respondents answered the questions by checking the appropriate box.  
 As stated above the factor of social learning theory consists of two variables: (1) 
differential association and (2) definitions. In order to get a more accurate measure of the 
	   39	  
overall variable of social learning each variable was assessed for reliability to determine 
its validity (Figure 3). Figure	  2:	  Social	  Learning	  	   	  
• Differential	  Association	   1. Role	  model	  violated	  cyber	  laws	  2. Cyber	  friends	  commit	  crimes	  on	  Internet	  3. Learned	  how	  to	  violate	  Internet	  laws	  through	  peers	  online	  4. People	  who	  commit	  crimes	  on	  Internet	  treated	  well	  5. Committing	  a	  crime	  on	  Internet	  is	  common	  to	  me	  6. Frequently	  see	  close	  friends	  committing	  crimes	  online	  7. Strong	  bond	  with	  people	  on	  SNS	  who	  harass	  people	  	  
• Definitions	  	   1. Less	  likely	  to	  be	  punished	  due	  to	  violation	  of	  laws	  on	  Internet	  2. Easy	  to	  violate	  laws	  using	  Internet	  3. Easy	  to	  commit	  crimes	  on	  the	  Internet	  4. If	  I	  commit	  a	  crime	  on	  Internet,	  I	  won’t	  get	  caught	  5. If	  I	  commit	  a	  crime	  on	  Internet,	  I	  won’t	  be	  identified	  	  6. I	  can	  easily	  commit	  a	  crime	  on	  the	  Internet	  	  7. I	  won’t	  feel	  guilty	  if	  I	  violate	  a	  law	  on	  the	  Internet	  8. I	  won’t	  be	  blamed	  if	  I	  violate	  laws	  on	  the	  Internet	  9. Committing	  a	  crime	  on	  the	  Internet	  is	  acceptable	  to	  me	  
 
For the first measure of social learning seven items that made up differential 
association along with their item-total correlation were examined. Respondents were 
asked to indicate their answer by marking the box corresponding with their opinion 
regarding the statement given. The scales possible range is 7 to 28 with higher scores 
reflecting higher association with deviant friends online. The Cronbach’s alpha was .82 
which is a very good level. This suggests that the selected survey items share a common 
variance thus increasing their validity (see section 3-1 in appendix).   
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An assessment of the Cronbach’s alpha for this category revealed a very good 
level of .82. This means that whom a person chooses to associate with online and how 
that friend behaves are similar variables and can therefore be merged together to make 
one variable. Online associations consist of the people a person associates with online 
whom they do not necessarily know in the “real” world. If these people are committing 
crimes while on the internet they are showing that they can get away with what they are 
doing an maybe that person can too. Couple this with the bond that friends share and the 
chance that person may commit a crime will rise. By combining these factors that make 
up seven survey questions, one differential association variable is created that covers this 
entire element.  
The second measure of social learning is the nine items that make up the element 
of definitions. These items along with their total-item correlation were analyzed to see if 
there is enough correlation to create one joint variable. Respondents were once again 
asked to indicate by marking the box that best fits their feelings toward the statement 
presented to them ranging from “strongly disagree” to “strongly agree”. The scales 
possible aggregate range is 9 to 36 with higher scores reflecting an attitude of 
indifference to cyber-laws. The Cronbach’s alpha for this combined variable was .81 
which was a very good level. This suggests that the nine items that make up this variable 
have variance in common increasing the validity (see section 3-2 in appendix).    
 An assessment of the Cronbach’s alpha for this category shows a very good level 
of .81. This means that attitudes towards cyber-laws and ease of committing cybercrimes 
are related topics. Of the total nine items combined together, six items deal with ones’ 
attitude toward cyber-laws. This means a person’s attitude about what would happen to 
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them if they did violate a cyber-law and were caught. The other three survey items are all 
similar due to the fact that they all share similar themes of ease of committing 
cybercrimes. These items can be combined together because they all deal with violation 
of cyber-laws and the consequences that come with committing them. By combining 
these two created variables, differential association and definitions, together one social 
learning factor was created. 
Phase 3: Data Analysis  
 For individuals who were victimized at least once, the response variables were 
count variables based on the number of times victimized. The distribution of 
victimization also showed extreme positive skewness and extreme outliers in the data due 
to the very small victimization rate, which may indicate violations in the assumption of 
homogeneity of error variance (Osgood, 2000). For this reason, it was determined that the 
dependent variable responses were treated as dichotomous data (0=0, 1=1 or more), this 
measure would be better for analyzing the data and determining relationships. The use of 
count variables also caused problems with the outcomes due to the fact that count 
variables do not include negative integers, which effects skewness (Grace-Martin, 2014). 
This could be due to the fact that the crime victimizations examined are rare events for 
example stalking. Based on the data collected on online stalking for example the 
skewness was found to be 5 and the kurtosis was found to be 44, which are very high 
levels. For these reasons Poisson Regression analysis, which deals primarily with count 
variables, was used to analyze the data. While some of the victimizations did fall within 
normal ranges to keep with the consistency of the analysis the same method was used for 
all variables measured.  Poisson regression analysis was established as a baseline that 
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focuses on zero-order correlations between predictors (i.e. online lifestyle, offline 
lifestyle, and social learning) and outcome measures of victimization (i.e. cyberbullying, 
stalking, prostitution, catfishing, sexual harassment, and sexual assault) to address the 
research question.  
 In order to use Poisson regression analysis four assumptions must be met. The 
first assumption is that all the dependent variable values must be positive integers. The 
second is that the events examined occur through independent Poisson processes. This 
means that each instance of crime occurs independently of the others. The third 
assumption is that the mean is the true rate for each unit of analysis. The final assumption 
is that the mean is equal to the variance (Walker & Maddan, 2012). Based on these four 
assumptions the data used for this study meets these criteria allowing for the use of 
Poisson regression analysis to analyze the data collected.  
Findings 
 The following tables reflect the significant predictors from Poisson regression 
analysis. All other indicators of online lifestyle, offline lifestyle, and social learning from 
Table 2 that are not displayed in the main findings because of any nonsignificant variable 
can alter the effects for the significant predictors.  
Category 1: Sexual Crime Victimization 
Sexual Harassment 
 Only one of the original four measures, online lifestyle, of which risky leisure 
activities were significant in the model of sexual harassment (Table 3). This means, 
engaging in risky leisure activities such as downloading music, movies, and games leads 
to a greater chance of being sexually harassed online. As this is the only significant 
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measure when assessing sexual harassment (b=. 071), engaging in risky leisure activities 
can be seen as a contributing factor of online sexual harassment victimization. This data 
shows that for each increase in engagement in risky leisure activities there will be a 7% 
increase in online sexual harassment victimization. From a policy standpoint increasing 
policing both online and offline for illegal downloading activities as well as making 
people more highly aware of the risks associated with risky leisure activities will lead to a 
reduced chance of being sexually harassed.  
Table 3. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Sexual Harassment Victimization 
 Parameter Estimate SE Wald Chi-
Square 
P-Value Exp(B) 






.071*** .0168 17.691 <.0001 1.073 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1 
 
Physical Sexual Assault 
When assessing the chances of sexual assault victimization, it was discovered that 
online identity, a component of online lifestyle, was the most significant factor. As seen 
in Table 4, using your true identity online leads to a 12% decreased risk of being sexually 
assaulted in the physical world. This also means that using a fake identity while online 
will lead to a greater risk of being sexually assaulted offline. This data shows that online 
identity (b=-.128) is very important when assessing ones risk of being sexually assaulted. 
An interesting finding regarding sexual assault is that none of the physical lifestyle 
factors had an effect on the risk of being sexually assaulted. This is unique seeing as 
sexual assault is the only entirely physical world victimization examined and physical 
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lifestyle had no effect. From a policy standpoint by addressing issues of identity while 
online and encouraging the use of ones real identity the risk of sexual assault can be 
decreased.   
Table 4. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Sexual Assault victimization 
  Estimate SE Wald Chi-
Square 
P-Value Exp(B) 
 Intercept -.276 .2281 1.460 .227 .759 
Online 
Lifestyle 
Online ID -.128*** .0487 6.934 .008 .880 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1  
 
Online Prostitution: Male  
 The male factor of prostitution is not the act of a male being a prostitute, it refers 
to the perspective of them being a client. This data shows that males using their real 
identities online are 43% less likely to engage in prostitution. In other words being a male 
and using a fake identity combined makes a person likely to engage in prostitution than if 
they used their real identity (Table 8). Males are more likely to use a fake identity when 
soliciting prostitution. This can be because of the anonymity aspect of the business of 
prostitution. The overall use of ones’ real identity may lead to a greater chance of being 
caught and prosecuted for illegal activities since prostitution is illegal using a fake 
identity makes the most sense for the activity. In terms of policy by encouraging males to 
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Table 5. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Engaging in Prostitution (Males as clients) 
  Estimate SE Wald Chi-
Square 
P-Value Exp(B) 





-.679*** .1796 14.296 <.0001 .507 
Interaction M_gender* 
OL_ID 
.563*** .1919 8.602 .003 1.756 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1 
 
Category 2: Interpersonal Victimization 
 
Catfishing 
It was found that risk of catfishing victimization had four significant variables as 
seen below in Tables 5 and 6. The most significant online lifestyle variable was found to 
be online identity (male b= -.773 and female -.186). This was true for both male or 
female variables meaning that being a male or female were equally significant in a 
person’s chance of being victimized. The data showed that use of ones’ real identity 
online decreases likelihood of being catfished. Breaking the data down by gender showed 
that using a real identity as a male (b=-1.574) makes someone 79% less likely to be 
victimized than if they used a fake identity. For females (b=-.867), using a real identity 
decreases the likelihood of becoming victim of catfishing by 17%. By encouraging both 
males and females to be honest about their online identities by using their real identities 
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Table	  6.	  Analysis	  of	  Maximum	  Likelihood	  Parameter	  Estimates	  of	  Poisson	  Regression	  Analysis	  of	  Catfishing	  Victimization	  (Males)	  
  Estimate SE Wald Chi- 
Square 
P-Value Exp(B) 
 Intercept 1.031 .5633 3.352 .067 2.805 
Gender Male -1.574* .6472 5.911 .015 .462 
Online 
Lifestyle 
Online ID -.773*** .1826 17.930 <.0001 .207 
Interaction M*OL-ID .694*** .1927 12.960 <.0001 2.001 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1 
 
Table 7. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Catfishing Victimization (Female) 
  Estimate SE Wald Chi-
Square 
P-Value Exp(B) 
 Intercept -.071 .2836 .063 .802 .931 
Gender Female -.867*** .2458 12.434 <.0001 .420 
Online 
Lifestyle 
Online ID -.186*** .0592 9.848 .002 .831 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1 
  
Online Stalking 
The data showed that risk of online stalking victimization had three significant 
factors: gender, risky leisure activities, and risky physical lifestyle. The most significant 
of those variables was found to be gender specifically being a female. According to the 
data being female (b=1.074) makes a person almost three(2.9) times more likely to be a 
victim of stalking. The next most significant factor was found to be the online lifestyle 
factor of engaging in risky leisure activities (b=-.196). Engaging in activities such as 
illegally downloading music, movies, and games online decreases ones likelihood of 
becoming a victim of stalking by 17.8%. The final factor that affects ones chances of 
being victimized is risky physical lifestyle. By engaging in a risky physical lifestyle that 
includes excessive drinking, reckless driving, and attending parties increases ones risk of 
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being victimized by approximately 10%. When combining all of these factors together, 
conclusions can be drawn regarding a persons overall lifestyle. This data shows that by 
engaging in an online lifestyle including illegally downloading various contents, a person 
may have a lower chance to encounter a stalker. In contrast, by engaging in what society 
sees as a more deviant physical lifestyle makes an individual much more likely to be a 
suitable target for stalkers. This accessibility factor appears to be very important when 
dealing with likelihood of becoming a victim of online stalking. To address issues of 
stalking, creating a policy that addresses deviant physical lifestyle activates and the 
consequences associated with them can make people more aware of there risk of 
becoming a stalking victim.  
Table 8. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Stalking Victimization. 
  Estimate SE Wald Chi-
Square 
P-Value Exp(B) 
 Intercept -2.074 .6043 11.777 .001 .126 












.094** .0422 4.949 .026 1.099 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 





The final dependent measure analyzed for this research was cyberbullying victimization 
risk. The most important factors found for the victimization risk were gender and the 
differential association element. Out of those two factors, it was found that gender is the 
most important indicator of cyberbullying victimization. Between the two genders being 
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female (b=-.610) indicated that you were 46% less likely to be cyber-bullied. On the 
other hand being male makes you more likely to be cyberbullied. This finding is 
interesting because many studies indicate that males are more likely to engage in physical 
bullying than cyberbullying (Edstrom, 2013). However, this change may be due to the 
maturity factor associated with being in college. The other important factor in indicating 
risk of victimization is differential association. For females, differential association( 
b=.036) has a significant effect on the chance of becoming a victim of cyberbullying. By 
associating with people who are a negative influence females have a 3.7% increase in risk 
of being cyberbullied. Since differential association deals with whom a person associates 
with, it has an effect on how a person behaves and acts. For example, interacting with 
positive influences will lead to a person that is less likely to engage in the act of bullying. 
While an individual surrounded by negative influences, he or she is likely to be a victim 
of cyberbullying. By modifying how we handle and educate people to deal with bullies in 
the real world, and incorporate this with the online world young adults will be able to 
better adapt to the changing social environment specifically bullying.  
Table 9. Analysis of Maximum Likelihood Parameter Estimates of Poisson Regression 
Analysis of Cyberbullying victimization (female) 
  Estimate SE Wald Chi-
Square 
P-Value Exp(B) 
 Intercept -.835 .3216 6.743 .009 .434 





.036** .0181 3.967 .046 1.037 
Note: The Poisson dispersion parameters were estimated by maximum likelihood. Robust 
standard errors in parentheses. ***p<0.01, ** p<0.05, *p<0.1 
 
 The three major categories of victimization outlined above are all different in 
many ways, however, they all share similar contributing factors. Four of the six 
victimizations were affected by gender. Five of the six factors were affected by an online 
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lifestyle factor particularly online identity and risky leisure activities. Only one of the 
victimizations, stalking, was affected by the physical lifestyle component. This finding 
was particularly interesting in the sense that sexual assault was unaffected by physical 
lifestyle even though it is the only victimization that occurs in the physical world. Finally, 
social learning theory affected only one victimization category, cyberbullying. In the next 
section, a summery of findings will be discussed as well as the limitations of this study.    
 Discussion 
 This study looked to determine if online and offline lifestyle behaviors influence 
victimization risk. It also looked to establish if social learning theory has a positive effect 
on the risk of victimization. What can be taken from this study is that social learning did 
have an effect on cyberbullying victimization. Online lifestyle factors were found to be 
very significant when assessing victimization risk as well as the gender of the potential 
victim. This study also concluded that engaging in a risky physical lifestyle was not a 
contributing factor to the majority of the victimizations. 
The results indicate that online lifestyle factors are very important in minimizing 
overall victimization risk. The presence of an online lifestyle that includes risky leisure 
activities and online identity were big indicators as to the risk of victimization.  
 The results also indicated that the differential association tenant of social learning 
theory is important when discussing the risk of cyberbullying victimization. As shown in 
the studies of Durkin et. Al. (2009), whom a person chooses to interact with both online 
and offline has an impact on how one chooses to behave. As stated in the results, students 
who associated with individuals who violated the rules online were more likely to be 
victimized than those who did not associate with the individuals.  
	   50	  
 Although the results of this study indicated that risky physical lifestyle (i.e. 
drinking/drug use, drunk driving, going to parties, etc.) had little impact on five of the six 
victimizations the researcher believes it is still important to consider this variable. The 
reasoning is that all but one of these victimizations takes place online. However, it could 
easily move into the physical world as well. Continuing to educate students specifically 
college students on making smart safe choices when they go out to clubs and bars, 
drinking responsibly, and safe vehicle operation are all important in ensuring the safety of 
everyone.  
 This study also concluded that engaging in risky offline behaviors such as 
excessive drinking did not have an effect on whether a person would also engage in risky 
online behaviors. Stalking was the only victimization examined that showed both online 
and offline lifestyle factors that affected ones risk of becoming a victim. Specifically 
showing that engaging in risky online behavior actually decreased ones risk of being 
victimized while engaging in risky offline behaviors increased the risk.  
 Through this study it was determined that social learning and lifestyle exposure 
theories are important in the discussion of online and offline risky behavior and there 
relationship to crime victimization. Beginning with social learning theory of the two 
tenants used in the study differential association was found to have the greatest impact on 
cyberbullying. According to Akers differential association is how those around us 
influence our overall behavior; this was specifically important when examining 
cyberbullying. While definitions was not found to be a significant variable for this 
specific study it can still be seen as important to the overall chance of victimization. This 
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is because how one chooses to interpret the world around them does have an impact on 
the behavior they engage in and how the participants chose to answer the survey items.  
 The other theory examined in this study was lifestyle exposure theory developed 
by Hindelang, Gottfredson, and Garofalo. Based on the results of this study it can be 
concluded that lifestyle exposure theory is important in the discussion about risky 
behaviors and crime victimization (physical sexual assault, online stalking, 
cyberbullying, online sexual harassment, prostitution, and catfishing). By applying the 
tenants of time, place, and lifestyle patterns to the variables of risky online, risky offline, 
and crime victimization it was shown the lifestyle patters are an important element. 
According to this study the activities one chooses to participate in specifically risky 
leisure activities online led to an increased risk of victimization. From this it can be 
concluded that what people choose to do on social networking sites as well as the Internet 
in general can lead to an increased risk for any of the six crime victimizations looked at 
in this study. 
Policy Implications 
 Programs must be implemented to address the issue of risky online lifestyles 
engaged in by young adults. By implementing the following two programs into both high 
school and college school systems the researcher feels the victimizations addressed in this 
research can be decreased. The first program will address the categories of sexual and 
interpersonal victimization specifically online dating violence. The second program will 
address the issue of cyberbullying.  
 The first program created from this research addresses the victimization 
categories of sexual and interpersonal violence. Online dating violence is a growing 
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problem in todays technology based environment however, few programs exist to help 
victims. There are many hotline numbers and websites that address where to get help or 
how to report an instance of violence however these do not address how to carry on safe 
healthy online dating habits. A program currently in place to teach both high school and 
college students about safe dating practices is the Date Safe Project created by Mike 
Domitrz in 2003. The Date Safe Project gives students skills and insight enabling them to 
gain verbal consent, respecting boundaries, sexual decision-making, bystander 
intervention, and support services for victims (Date Safe Project, 2013). If similar 
programs were created and put in action by high schools and colleges more students 
would be educated in safe dating behaviors as well as where to get help and help others. 
 This program uses aspects of social learning theory to educate students about safe 
dating practices. Differential association is present in this program because people in the 
college age bracket teach the program. Through this peer to peer education method 
students get more out of the program because they are able to relate to people their own 
age. Definitions are a factor in the basic premise of this program, which is to change 
students’ perception of what a healthy relationship is. By giving students insight and new 
explanations of what a healthy relationship consists of; as well as how to conduct 
themselves within the relationship, the program is altering people’s overall definitions of 
what a relationship is. Overall this program leads to increased awareness of the dangers 
of online dating and risk of interpersonal and sexual victimization. 
 The second program that can be created from this research addresses issues of 
cyberbullying. A program that is already in place was created by the International Society 
for Technology in Education (ISTE) to promote safe learning environments for students. 
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The ISTE program promotes not only online ethics and legal behavior but helps to 
expand students’ knowledge on the effective use of the Internet (International Society for 
Technology in Education, 2008).  If similar programs were created and implemented in 
schools it would allow more students to be educated in safe behavior when using the 
Internet and social networking sites. Also, if the program is adapted to account for the 
increased maturity level of college students the program may be more effective. This can 
lead to decreases in instances of cyberbullying across all levels of schooling.  
 The ISTE program addresses issues of deviant behavior online by teaching 
students correct ethical use of the Internet as well as correct ways to use the Internet 
overall. Additional elements could be added to this program to address the growing issue 
of social networking sites. Social networking sites are quickly growing and evolving 
bringing with them different ways for people to communicate and also become victims. 
By expanding the ISTE program to include components of proper social networking site 
etiquette students will be able to act more responsibility and appropriately online. Since 
these types of sites are constantly changing and new ones are appearing all the time 
laying the groundwork with basic social networking site practice can be crucial in 
teaching college students safe Internet practices and decreasing cases of cyberbullying. 
 This program addresses tenants from both of the theories used in this study, social 
learning and lifestyle exposure theory. From social learning theory both tenants examined 
for this study are addressed. The ISTE program is designed to educate students from an 
early age to respect the rules of the Internet similar to how they respect the rules of the 
classroom. Instructors take the real world definitions regarding ethical behavior and apply 
those principles to the Internet thus building upon definitions that already exist. Also by 
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conducting this program in a school environment elements of differential association are 
also used in the program. In this case the teachers are acting as the peer teaching the good 
online behavior. By instituting this program in a controlled environment students’ 
behavior is closely controlled and inappropriate online behavior is corrected before it can 
even advance to the world outside the classroom.  
 Elements from lifestyle exposure theory are present in what this study believes 
should be included in the expansion of the program. In the expansion of the program 
social networking sites are the main focus due to their growing popularity. Specifically, 
the tenant of lifestyle patterns is very important when discussing social networking sites 
and lifestyle exposure theory. Since social networking sites are a big part of college 
students’ everyday life it can be concluded that they are posting lots of personal 
information about what they are doing on these sites. By expanding the program to 
include ways to alert students to proper online lifestyle behaviors, as well as the risks 
they are taking, students will be able to transform there social networking practices based 
on what they have learned (Choi, 2008). Through this expansion of the ISTE program to 
address this issue students will hopefully become more aware of what they are posting to 
these sites. While this awareness may not curb the number of posts being made to the 
sites the posts may become less personal thus decreasing victimization risk.  
Limitations 
 For this research, there were two major limitations that would need to be 
addressed for future research. One of the major threats to the validity to this study is to 
external validity. The population used for this study was for a smaller university in New 
England and the sample skewed heavily towards criminal justice majors. The study was 
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also of the older population of these college students so it cannot be certain that if the 
study was conducted at a larger school in a different location that the same results would 
be yielded. Another issue associated with the validity of this study is that as briefly 
mentioned above the sample consisted of mainly criminal justice majors. While the 
researcher originally attempted to make the sample random by reaching out to professors 
in other departments very few were willing to participate. This led to the use of classes 
that were easily accessible, criminal justice classes, which essentially eliminated the 
randomness of the sample population.   
 The other limitation to this research is in the measurement of variables. This can 
be due to many factors such as interpretation of the questions by the participants or their 
willingness respond truthfully. This cannot be prevented, as the researcher has no control 
of the participants’ comprehension of the questions. Furthermore the researcher has no 
control over the truthfulness of answers provided by the participants.  
In addition the questions, specifically the ones dealing with cyberbullying did not 
account for repeated instances of the behavior. This is an important factor because 
cyberbullying is usually repeated over time and the constraints of the survey only 
considered a twelve-month period. The same can be said for some of the other 
victimizations looked at in this survey. However, cyberbullying may be the only 
victimization where repeated instances would have an effect on the outcome. In future 
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Conclusion 
 The risk of victimization associated with engaging in both risky online and offline 
behavior has been explained using elements derived from both social learning and 
lifestyle exposure theories. The hope of this research is to bring attention to the growing 
issue of risky online behavior due to the emergence of social networking sites. It has been 
concluded that the majority of the victimizations examined can be explained by 
engagement in risky online lifestyle activities. Social learning theory and lifestyle 
exposure theory are the two major theories that were found to have the most impact on 
predicting sexual victimization risk in both. These findings can be utilized in future 
research in regards to online risky behavior on the Internet and social networking sites. 
The hope is that this study will contribute to the education of others and create awareness 
of the victimization risks associated with leading a risky online lifestyle.  
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Appendix	  B:	  Survey	  Instrument	  Informed	  Consent	  Form	  You	  are	  invited	  to	  participate	  in	  this	  research	  study.	  The	  following	  information	  is	  provided	  in	  order	  to	  help	  you	  make	  an	  informed	  decision	  whether	  or	  not	  to	  participate.	  If	  you	  have	  any	  questions	  please	  do	  not	  hesitate	  to	  ask.	  If	  you	  have	  a	  social	  networking	  site,	  and	  are	  a	  student	  of	  Bridgewater	  State	  University	  (BSU),	  and	  are	  enrolled	  in	  one	  of	  the	  general	  studies	  courses	  you	  are	  eligible	  to	  participate	  in	  the	  research.	  	  
IF	   YOU	   DO	   NOT	   HAVE	   A	   SOCIAL	   NETWORKING	   SITE	   THAT	   IS	   CURRENTLY	  
ACTIVE	  OR	  ARE	  UNDER	  18	  YEARS	  OLD	  PLEASE	  DO	  NOT	  PARTICIPATE	  IN	  THIS	  
SURVEY.	  	  The	  purpose	  of	  this	  study	  is	  to	  examine	  individuals’	  risky	  online	  and	  offline	  behavior,	  social	  media	  habits,	  and	  cases	  of	  victimization.	  Participation	  in	  this	  study	  will	  require	  approximately	  20	  minutes	  of	  your	  time.	  There	  are	  some	  risks	  and	  discomforts	  associated	  with	  this	  survey,	  particularly	  in	  regards	  to	  sexual	  victimization	  and	  illegal	  activities.	  If	  you	  feel	  uncomfortable	  at	  any	  time	  during	  the	  survey	  or	  would	  like	  some	  information	  about	  where	  you	  can	  go	  to	  get	  help,	  the	  researcher	  has	  a	  sheet	  containing	  various	  sources.	  The	  information	  gained	  from	  this	  study	  may	  help	  us	  to	  minimize	  future	  victimization	  risk	  and	  help	  guide	  the	  general	  population	  to	  realize	  the	  seriousness	  of	  risky	  behavior	  both	  online	  and	  offline.	  Your	  participation	  in	  this	  study	  is	  voluntary.	  You	  are	  free	  to	  decide	  not	  to	  participate	  in	  this	  study	  and	  withdraw	  at	  any	  time	  without	  adversely	  affecting	  your	  relationship	  with	  the	  investigators	  or	  BSU.	  Your	  decision	  will	  not	  result	  in	  any	  loss	  of	  benefits	  to	  which	  you	  are	  otherwise	  entitled.	  You	  are	  also	  free	  to	  decline	  to	  answer	  any	  questions	  that	  make	  you	  uncomfortable.	  Upon	  your	  request	  to	  withdraw,	  all	  information	  pertaining	  to	  you	  will	  be	  destroyed.	  If	  you	  choose	  to	  participate,	  please	  note	  that	  all	  information	  collected	  will	  remain	  anonymous	  and	  will	  have	  no	  bearing	  on	  your	  academic	  standing	  or	  services	  from	  the	  University.	  Your	  response	  will	  be	  considered	  only	  in	  combination	  with	  those	  from	  other	  participants.	  The	  information	  obtained	  in	  the	  study	  may	  be	  published	  in	  scientific	  journals	  or	  presented	  at	  scientific	  meetings	  but	  your	  identity	  will	  remain	  anonymous.	  	  Your	  patience	  in	  allowing	  the	  researcher	  to	  read	  this	  Implied	  Consent	  Form	  to	  you	  is	  deeply	  appreciated.	  If	  you	  choose	  to	  participate	  in	  this	  study,	  please	  complete	  the	  survey.	  Thank	  you	  for	  your	  anticipated	  participation	  in	  this	  study.	  By	  turning	  this	  page	  and	  beginning	  the	  survey,	  you	  are	  acknowledging	  that	  your	  current	  questions	  have	  been	  answered	  in	  language	  that	  you	  understand.	   Sincerely,	  	   Ashley	  Bettencourt	  Masters	  candidate	  The	  Bridgewater	  State	  University	  Institutional	  Review	  Board	  has	  approved	  this	  project	  for	  the	  Protection	  of	  Human	  Subjects	  (Phone: 508-531-1242). 
 Study	  Author	  	   	   	   	   	   	   Faculty	  Sponsor	  Ashley	  Bettencourt	   	   	   	   	   Kyung-­‐Shick	  Choi,	  Ph.D	  Department	  of	  Criminal	  Justice	   	   	   Department	  of	  Criminal	  Justice	  Bridgewater	  State	  University	   	   	   	   Bridgewater	  State	  University	  Maxwell	  Library	  RM	  311M	   	   	   	   Maxwell	  Library	  RM	  311M	  Bridgewater,	  MA	  	   	   	   	   	   Bridgewater,	  MA	  	  Tel:	  508-­‐989-­‐8555	   	   	   	   	   Tel:	  508-­‐531-­‐2566	  Email:	  Abettencourt@student.bridgew.edu	   	   Email:	  Kchoi@bridgew.edu	  	  
	   63	  
 






Part A: Demographics 
Instructions:  Please complete the section below by filling in or checking off the 
selection that best suits you.  
 
A1. How old are you?        ___________ years old.  
 
A2. What year are you in school? 
(   ) Freshman 
(   ) Sophomore 
(   ) Junior 
(   ) Senior 
(   ) other _________ 
 
A3. What is your race? 
(   ) African American  
(   ) Asian/ Southeast Asia 
(   ) Caucasian 
(   ) Latino 
(   ) Native American 
(   ) Pacific Islander 
(   ) Indian 
(   ) Other ___________________________ 
 




Please	  only	  participate	  in	  the	  following	  survey	  if	  you	  have	  at	  least	  
one	  social	  networking	  site	  profile	  that	  you	  actively	  use.	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A5. What is your relationship status? 
(   ) Single 
(   ) Married 
(   ) Divorced 
(   ) Separated 
(   ) Dating 
(   ) Other______________ 
 
A6. What is your current academic status? 
(   ) Full time (at least 12 full credits a semester) 
(   )  Part time (less than 12 credits a semester) 
 
A7. Approximately, how many hours do you spend studying a day, not including class 
time? 
 
_____________hours   __________mins 
 
A8.  What is your GPA? 
_____________ 
 
A9. Are you currently employed? 
(   ) Yes 
(   ) No 
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A10. What group activities are you involved in at school? (Check all that apply and 
write in groups if  not listed) 
(   ) Fraternity 
(   ) Sorority  
(   ) ROTC  
(   ) Student Government Association 
(   ) Intramural Sports (Consists of sports programs that are not highly 
competitive; anyone who wants to can play) ________________________ 
(indicate which one)  
(   ) Program Committee (purpose is to organize events around campus) 
(   ) School Sports Team _____________ (indicate which one) (Ex. Soccer, 
Softball, Football)  
(   ) Other ______________________ 
 
A11. What is your primary major? (Please check one) 
(   ) College of Science and Math (Biology, Chemical Science, Computer Science,  
 Geography, Geology, Mathematics, Physics) 
(   ) College of Humanities and Social Sciences (Anthropology, Art,     
Communication, Criminal Justice, Economics, English, History, Music,  
  Philosophy, Political Science, Psychology, Social Work, Theater and  
 Dance,  Foreign Languages) 
(   ) College of Business (Accounting and Finance, Aviation Science,  
 Management) 
(   ) College of Education and Allied Studies (Counselor Education, Elementary         
and  Early Childhood Education, Movement Arts, Health Promotion and 
Leisure  Studies, Secondary Education and Professional Programs, Special 
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Part B: Online Lifestyle activities 
 
Instructions: The following questions focus on your online lifestyle. Please check or 
write in the appropriate answer. 
 
B1. Do you own a smartphone? (If yes continue onto question B1.1 below) 
(   ) Yes  
(   ) No 
 B1.1. On average, how many hours a day do you spend on your cellphone? 
(Exclude phone calls but do include app use, texting, internet use, and Netflix) 
 
______________ Hours __________ Mins 
 
 
B2. Do you own a tablet? (tablets include: Ipads, Kindle, Samsung, Sony, Windows, 
etc. ) (If yes please answer question B2.1) 
(   ) Yes 
(   ) No 
B2.1. On average, how many hours a day do you spend on your tablet? (Include 




B3. Which device do you use most for accessing the Internet? (Pick one) 
(    ) Desktop 
(    ) Laptop 
(    ) Smartphone 
(    ) Tablet PC (IPad, Windows Surface, Kindle) 
(    ) Smart TV 
(    ) Other ______________ 
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I don’t use my actual name 
while on the Internet. 
     
I tend to conceal my 
identity while on the 
Internet.  
     
I don’t feel like the people 
I interact with online are 
real people. 
     
I don’t care about others’ 
opinions while on the 
Internet. 
     
It is difficult to build a 
friendship due to lack of 
trust while on the Internet. 
     
The Internet is totally 
different from the physical 
world. 
     
Rules in the physical world 
cannot be applied to the 
Internet. 
     
There are no guidelines on 
the Internet. 
     
Others’ feelings, freedom, 
and rights must be 
respected online. 
     
We are less likely to be 
punished due to violation 
of laws on the Internet. 
     
It is difficult to control 
myself while on the 
Internet. 
     
I don’t care how other 
people view me on the 
Internet. 
     
It is easy to violate laws 
using the Internet. 
     
I can easily commit crimes 
on the Internet.  
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B5. What is your main purpose for using the Internet? 
Please rank and number your top three choices from the list below: 
____ Leisure (TV, Movie, Music) 
____ Gaming  
____News/news articles  
____ Information search/study 
____ Job search 
____ Chatting/messenger 
____ Blogging  




B6. Please indicate whether you have engaged in any of the following online 
activities in the past 12 months.  (If yes, please indicate frequency) 
 
 Yes No Frequency 
I have verbally harassed 
someone on the Internet in 
the past 12 months. 
 
   
I have impersonated 
someone online in the past 
12 months.  
   
I have spread rumors or 
untruthful facts online in the 
past 12 months.  







If I commit a crime on the 
Internet, I won’t get 
caught. 
     
If I do not have my phone 
on my person, I feel 
anxious. 
     
I cannot last an hour 
without checking my 
cellphone.  
     
Example:	  
What is your main purpose for using the 
Internet? (Please rank and number your top 
three choices from the list below:) 
    1   Leisure (TV, Movie, Music) 
 ____ Gaming 
   2     News/news articles 
   4    Information search/study 
_____ Job search 
   3     Chatting/messenger 	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 Yes No Frequency 
I have threatened someone 
online in the past 12 months. 
   
I have repeatedly stalked a 
person using the Internet in 
the past 12 months. 
   
I have sexually harassed a 
person using the Internet in 
the past 12 months. 
   
I have suggested 
participating in prostitution 
to someone using the 
Internet in the past 12 
months. 
   
I sent or uploaded illegal 
sexual content through the 
Internet in the past 12 
months. 
   
I have spread private photos 
or movies taken without 
consent over the Internet in 
the past 12 months. 
   
I have illegally downloaded 
music/movies/games using 
the Internet in the past 12 
months. 
   
 













C1. Do you use social networking sites? 
(   ) Yes 
(   ) No 
 
For	  the	  following	  questions,	  please	  note	  that:	  
Social	  Networking	  Sites:	  websites that connect people together by 
allowing them to share interests and activities with friends, family, 
colleagues, as well as people with similar interests.	  
Smartphone:	  phones that have abilities similar to computers allowing 
users to access the Internet as well as download applications or 
programs onto their phone.	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C2.  Which device do you use for Social Networking the most? (Please pick only one) 
(   ) Desktop Computer  
(   ) Laptop 
(   ) Tablet PC 
(   ) Smartphone 
 (   ) Other ____________ 
 




C4. What Social Networking sites do you belong to? (Please rank by your personal 





____ Other ___________________ 
 




C6. On average, how many hours/minutes a day do you spend actively instant 








What Social Networking sites do 
you belong to? 
    1  Facebook _____	  Snapchat	  	  	  	  2	  	  	  Twitter	  	  	  	  3	  	  	  Instagram	  _____	  Other_____________	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C9. On average, how many hours/minutes a day do you spend video chatting? 




C10.  What is your main purpose for using Social Networking sites? Please rank and 
number your top 3 choices chosen from the list below. 
____ Friendship, dating and  
 conversation 
____ Loneliness/removing stress 
____ Information and knowledge 
____ Sharing common interest 
____ Entertainment and leisure 
____ Self-expression 
____ Discussion of societal issues 
 
C11. What percentage of the people you interact with online do you know in the 
physical world? 
(    ) I don’t know them 0-20% 
(    ) I don’t really know them 21-40% 
(    ) I know them 41-60% 
(    ) I know them well 61-80% 
(    ) I know them very well 81-100% 
 
C12. Do you have Social Networking applications on your cell phone? 
(    ) Yes 
(    ) No 
Example:	  What	  is	  your	  main	  purpose	  for	  using	  Social	  Networking	  sites?	  	  	  	  	  	  3	  	  	  Friendship,	  dating	  and	  conversation	  	  _____	  Loneliness/removing	  stress	  	  	  	  	  	  	  2	  	  	  Information	  and	  knowledge	  	  _____	  Sharing	  common	  interest	  	  	  	  	  	  	  1	  	  	  Entertainment	  and	  leisure	  ______	  Self-­‐expression	  ______	  Discussion	  of	  societal	  issues	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C13. Have you ever sent explicit photos of yourself via Social Networking sites? 
(    ) Yes 
(    ) No 
 
C14.  Have you ever sent explicit photos of yourself via texting? 
(   ) Yes 
(   ) No  
 
C15: Instructions: The following questions regard online lifestyle activities. Please 










I share most events in my 
life through pictures on 
Social Networking sites. 
     
I express my opinions 
and feelings via Social 
Networking sites. 
     
I have set strict privacy 
settings on who can see 
my pictures on Social 
Networking sites. 
     
I have friends/followers 
on Social Networking 
sites who I do not know. 
     
I visited web sites that 
were new to me during 
the last 12 months. 
     
I have downloaded free 
games from unknown 
web sites during the last 
12 months. 
     
I have downloaded free 
music that interested me 
from unknown web sites 
during the last 12 months. 
     
I have downloaded free 
movies that interested me 
from unknown websites 
during the last 12 months. 
     
	  








I opened any attachment 
in the e-mails that I 
received during the last 
12 months. 
     
I opened any files or 
attachments I received 
through my instant 
messenger during the last 
12 months. 
     
I clicked on any website 
links in an e-mail that I 
received during the last 
12 months. 
     
I clicked on a pop-up 
message that interested 
me during the last 12 
months. 
     
I offer lots of personal 
information on Social 
Networking sites. 
     
I frequently write about 
my life on Social 
Networking sites. 
     
I express my opinion 
with honesty on Social 
Networking sites. 
     
I am very exposed to 
crime victimization on 
Social Networking sites. 
     
I tend to express my 
feelings on Social 
Networking sites. 
     
I express myself on very 
sensitive issues on Social 
Networking sites. 
     
I can be a target for 
criminals based on my 
online behaviors. 
     
I install and update 
antivirus programs to 
block the information that 
I don’t want on my 
computer. 
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I am very cautious to 
avoid victimization on 
Social Networking sites. 
     
I spend more time on 
Social Networking sites 
than I expected. 
     
I update the privacy 
settings on my Social 
Networking sites 
frequently. 
     
 






D1. Please select the best response based on the statements below regarding your 







I have received 
online safety 
education in the past. 
     
One of my role 
models violated cyber 
laws. 
     
My cyber friends 
commit crimes on the 
Internet.  
     
Cyber friends share 
similar ideas. 
     
Cyber friends have 
very close 
relationships. 
     
	  	  
For	  the	  following	  questions,	  please	  note:	  
Cyber-­‐Friends:	  Friends	  who	  you	  only	  interact	  with	  in	  an	  online	  setting	  (not	  in	  
person).	  
Cyber-­‐laws:	  Laws	  or	  regulations	  specific	  to	  the	  online	  world	  such	  as	  cyber-­‐
bullying.	  	  
Social	  Networking	  Sites: websites that connect people together by allowing them 
to share interests and activities with friends, family, colleagues, as well as people 
with similar interests.	  







If anyone around me 
uploads inappropriate 
content to the 
Internet, the content 
will be removed. 
     
I’ve learned how to 
violate Internet laws 
through my peers 
online. 
     
People who commit 
crimes on the Internet 
are treated well 
around me. 
     
Committing a crime 
on the Internet is very 
common to me. 
     
If I commit a crime 
on the Internet, I 
won’t be identified. 
     
I can easily commit a 
crime on the Internet.  
     
I won’t feel guilty if I 
violate a law on the 
Internet. 
     
I won’t be blamed if I 
violate laws on the 
Internet. 
     
Committing a crime 
on the Internet is 
acceptable to me 
     




     
I can trust my cyber 
friends. 
     
I tend to 
communicate with 
people using Social 
Networking sites. 
     
I have a strong bond 
with people on Social 
Networking Sites 
who harass people. 
     







Being a member of a 
Social Networking 
Site means a lot to 
me. 
     
There are many 
friends on Social 
Networking Sites 
who can help me and 
I can trust. 
     
I have a person online 
who can help me 
make important 
decisions. 
     
There are people who 
I feel comfortable 
discussing personal 
problems with on 
Social Networking 
sites. 
     
Social Networking 
sites can strengthen 
relationships with 
people I already 
know. 
     
 
 








Instructions: Please indicate the frequency in which you engage in the following 
actions. If you do not engage in the action, please indicate 0. 
 
E1. Approximately, how many nights a month do you go to a club or bar? 
 
_______ Nights per month 
 
 
For	  the	  following	  questions,	  please	  note	  that:	  
	  
Physical	  Lifestyle:	  	  For	  the	  purposes	  of	  this	  study	  physical	  lifestyle	  
only	  pertains	  to	  behaviors	  that	  can	  be	  seen	  as	  risky	  such	  as	  drinking,	  
drug	  use,	  and	  frequenting	  clubs	  or	  bars.	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E2. Approximately, how many nights a month do you attend a house party? 
 
_________ Nights per month 
 
E3. Approximately, how many nights a month do you casually go out with your 
friends? (Examples movie night, sleepovers, sporting events, shopping) 
 
_________ Nights per month 
 
E4. Approximately, how many drinks a night do you have when you go out? 
 
_________ Drinks per night 
 
E5. Approximately, how many times in a week do you smoke marijuana? 
 
__________ Times per week 
 
E6. Have you experimented with hard drugs in the past 12 months? (Examples: 
cocaine, heroin, Vicodin, Percocet, Oxycontin, ecstasy, etc.) 
(    ) Yes 
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I have driven drunk in 
the past 12 months. 
     
I have driven 
recklessly (speeding, 
erratic driving, etc) in 
the past 12 months. 
     
I go out drinking more 
than 4 times per week. 
     
I regularly engage in 
school sponsored 
activities (fundraisers, 
game nights, sporting 
events, etc). 
     
I have gotten 
speeding/reckless 
driving tickets in the 
past 12 months. 
     
In the last 12 months I 
have had a boyfriend 
or girlfriend. 
     
I have had one-night 
stands in college in the 
past 12 months. (One 
night stands only 
include sexual 
intercourse). 
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F1. Please indicate whether any of these instances of victimization have 
happened to you. If your answer is yes, please indicate the frequency. 
 
 Yes No Frequency 
Has anyone used obscene 
language while online with you in 
the past 12 months? 
   
Has anyone said something 
obscene in an email to you that 
made you feel uncomfortable in 
the past 12 months? 
   
Has anyone said something 
obscene on a social networking 
site to you in the past 12 months? 
   
Has anyone used obscene 
language with you through text 
message in the past 12 months? 
   
Has anybody ever groped your 
butt, breast, or any other part of 
your body inappropriately without 
consent in the past 12 months? 
   
Has anyone ever tried to expose 
your private part(s) in the past 12 
months? 
   
Has anybody coerced you into 
having oral sex in the past 12 
months? 
   
Has anyone coerced you to have 
sexual intercourse in the past 12 
months? 
   
Have you ever been impersonated 
by another person online in the 
past 12 months? 
   
For	  the	  following	  questions,	  please	  note	  that:	  
Social	  Networking	  Sites: websites that connect people together by 
allowing them to share interests and activities with friends, family, 
colleagues, as well as people with similar interests. 
	  
Obscene:	  words	  or	  actions	  that	  make	  you	  feel	  uncomfortable.	  
	  
Catfishing:	  impersonating someone else online and interacting with others.	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 Yes No Frequency 
Have you ever been threatened by 
someone in the past 12 months? 
   
Have you been stalked by 
someone in the past 12 months? 
   
Have you been sexually harassed 
by someone in the past 12 months? 
   
Has anyone suggested prostitution 
over the Internet to you in the past 
12 months? 
   
Has anyone spread your private 
photos or movies over the Internet 
without your consent in the past 12 
months? 
   
Have you received illegal sexual 
contents through the Internet 
without your consent in the past 12 
months? 
   
Has someone on the Internet 
verbally harassed you in the past 
12 months? 
   
Has someone on the Internet 
spread rumors or untruthful facts 
about you in the past 12 months? 
   
Has someone online in the past 12 
months threatened you? 
   
Has someone online stalked you in 
the past 12 months? 
   
Has someone online sexually 
harassed you in the past 12 
months? 
   
Has anyone coerced you into 
prostitution through online means? 
   
Have you ever participated in 
prostitution? 
   
Have you “catfished” someone 
using social networking sites in the 
past 12 months? 
   
Have you been “catfished” by 
someone in the past 12 months? 
   
Has someone used your pictures or 
personal information without your 
permission in the past 12 months? 
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 Yes No Frequency 
Have you felt fear of victimization 
on social networking sites in the 
past 12 months? 
   
Have you felt fear of harassment 
on social networking sites in the 
past 12 months? 
   
Have you felt fear of sexual 
harassment on social networking 
sites in the past 12 months? 
   
Have you felt fear of unwanted 
sexual content on social 
networking sites in the past 12 
months? 
   
Have you felt fear of prostitution 
on social networking sites in the 
past 12 months? 
   
Have you felt fear of your privacy 
being invaded online in the past 12 
months? 
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Appendix C: Data Outputs 
Demographics: Section 1 
Statistics 
 Age Class status Race Gender academic status 
N Valid 274 274 273 273 273 
Missing 0 0 1 1 1 
Mean 21.3248 2.8577 3.1575 .5092 1.0549 
Std. Error of Mean .17596 .05728 .07099 .03075 .01382 
Median 21.0000 3.0000 3.0000 1.0000 1.0000 
Mode 21.00 2.00a 3.00 1.00 1.00 
Std. Deviation 2.91271 .94820 1.17296 .50812 .22829 
Variance 8.484 .899 1.376 .258 .052 
Skewness 4.314 -.153 2.830 .048 3.928 
Std. Error of Skewness .147 .147 .147 .147 .147 
Kurtosis 27.576 -.935 10.747 -1.795 13.527 
Std. Error of Kurtosis .293 .293 .294 .294 .294 
Range 29.00 4.00 7.00 2.00 1.00 
Minimum 18.00 1.00 1.00 .00 1.00 
Maximum 47.00 5.00 8.00 2.00 2.00 
Sum 5843.00 783.00 862.00 139.00 288.00 




Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid Freshman 19 6.9 6.9 6.9 
Sophomore 86 31.4 31.4 38.3 
Junior 86 31.4 31.4 69.7 
senior 81 29.6 29.6 99.3 
other 2 .7 .7 100.0 
Total 274 100.0 100.0  
 








Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid female 135 49.3 49.5 49.5 
male 137 50.0 50.2 99.6 
other 1 .4 .4 100.0 
Total 273 99.6 100.0  
Missing System 1 .4   
Total 274 100.0   
 
White vs Non White 
 
Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid White 228 83.2 83.2 83.2 
Non_White 46 16.8 16.8 100.0 




Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid full time student 258 94.2 94.5 94.5 
part time student 15 5.5 5.5 100.0 
Total 273 99.6 100.0  
Missing System 1 .4   
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Online Lifestyle: Section 2 
 







Items N of Items 




 Scale Mean if 
Item Deleted 







if Item Deleted 
actual name use on internet 2.5275 1.427 .633 .401 .a 
concealment of id 2.2601 1.245 .633 .401 .a 
a. The value is negative due to a negative average covariance among items. This violates reliability model assumptions. You may want 




N Valid 273 
Missing 1 
Mean 4.7875 
Std. Error of Mean .12636 
Median 4.0000 
Mode 4.00 
Std. Deviation 2.08785 
Variance 4.359 
Skewness .600 
Std. Error of Skewness .147 
Kurtosis -.270 
















set strict privacy 
settings on who 





i update the 
privacy settings 
on SNS frequently 
N Valid 266 266 261 
Missing 8 8 13 
Mean 3.9060 3.5564 3.2261 
Std. Error of Mean .06487 .07222 .06991 
Median 4.0000 4.0000 3.0000 
Mode 4.00 4.00 4.00 
Std. Deviation 1.05803 1.17787 1.12944 
Variance 1.119 1.387 1.276 
Skewness -1.063 -.660 -.164 
Std. Error of Skewness .149 .149 .151 
Kurtosis .523 -.554 -1.038 
Std. Error of Kurtosis .298 .298 .300 
Range 4.00 4.00 4.00 
Minimum 1.00 1.00 1.00 
Maximum 5.00 5.00 5.00 







Items N of Items 




 Scale Mean if 
Item Deleted 







if Item Deleted 
set strict privacy settings on 
who can see my SNS photos 
3.2269 1.280 .334 .111 .a 
i update the privacy settings on 
SNS frequently 
3.9269 1.095 .334 .111 .a 
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Item-Total Statistics 
 Scale Mean if 
Item Deleted 







if Item Deleted 
set strict privacy settings on 
who can see my SNS photos 
3.2269 1.280 .334 .111 .a 
i update the privacy settings on 
SNS frequently 
3.9269 1.095 .334 .111 .a 
a. The value is negative due to a negative average covariance among items. This violates reliability model assumptions. You may want 





N Valid 260 
Missing 14 
Mean 7.1538 
Std. Error of Mean .11034 
Median 7.0000 
Mode 8.00 
Std. Deviation 1.77917 
Variance 3.165 
Skewness -.487 
Std. Error of Skewness .151 
Kurtosis .061 
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Items N of Items 






 Scale Mean if 
Item Deleted 







if Item Deleted 
share most events in my life 
through SNS 
14.6767 24.084 .472 .306 .852 
express my opinion and 
feelings via SNS 
14.7556 22.027 .716 .593 .813 
offer a lot of personal info on 
SNS 
15.7406 26.329 .475 .356 .847 
frequently write about my life on 
SNS 
15.4060 22.310 .721 .573 .812 
express my opinion with 
honesty on SNS 
14.5150 23.405 .558 .383 .838 
express my feelings on SNS 15.1241 21.060 .787 .660 .800 
express myself on sensitive 
issues on SNS 















N Valid 266 
Missing 8 
Mean 15.1241 
Std. Error of Mean .28138 
Median 15.0000 
Mode 18.00 
Std. Deviation 4.58912 
Variance 21.060 
Skewness .054 
Std. Error of Skewness .149 
Kurtosis -.296 
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Items N of Items 
.695 .698 3 
 
Item-Total Statistics 
 Scale Mean if 
Item Deleted 







if Item Deleted 
downloaded free games 4.7640 4.279 .497 .248 .627 
downloaded free music 4.3184 3.285 .540 .292 .571 





N Valid 267 
Missing 7 
Mean 6.8764 
Std. Error of Mean .16667 
Median 6.0000 
Mode 6.00 
Std. Deviation 2.72342 
Variance 7.417 
Skewness .140 
Std. Error of Skewness .149 
Kurtosis -.710 
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Items N of Items 
.748 .736 4 
 
Item-Total Statistics 
 Scale Mean if 
Item Deleted 







if Item Deleted 
opened any email attachments  6.9087 6.366 .642 .485 .628 
opened any files sent through 
instant message 
7.2738 6.833 .623 .411 .642 
clicked on any website links 7.2890 6.718 .615 .401 .646 




N Valid 263 
Missing 11 
Mean 9.8251 
Std. Error of Mean .21503 
Median 10.0000 
Mode 8.00 
Std. Deviation 3.48714 
Variance 12.160 
Skewness -.141 
Std. Error of Skewness .150 
Kurtosis -.774 




Sum 2584.00 	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Items N of Items 
.621 .621 2 
 
Statistics	  	  
N Valid 266 
Missing 8 
Mean 3.9098 
Std. Error of Mean .09438 
Median 4.0000 
Mode 4.00 
Std. Deviation 1.53922 
Variance 2.369 
Skewness .446 
Std. Error of Skewness .149 
Kurtosis -.527 
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Items N of Items 




 Scale Mean if 
Item Deleted 







if Item Deleted 
one of role models violated 
cyber laws 
13.1202 15.842 .572 .417 .797 
my cyber friends commit crimes 
on internet 
12.9302 15.676 .496 .365 .809 
learned how to violate internet 
laws through peers 
12.9031 14.524 .646 .453 .783 
people who commit crime on 
internet are treated well 
12.7287 15.770 .541 .370 .802 
committing a crime on internet 
is common to me 
13.0116 14.595 .633 .448 .786 
frequently see my close friends 
comming crime on internet 
13.0930 14.513 .633 .449 .786 
have a strong bond with people 
on SNS who harass people 
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Statistics 
New_DA 
N Valid 258 
Missing 16 
Mean 15.1938 
Std. Error of Mean .28043 
Median 15.0000 
Mode 14.00 
Std. Deviation 4.50435 
Variance 20.289 
Skewness .025 
Std. Error of Skewness .152 
Kurtosis -.468 
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Items N of Items 




 Scale Mean if 
Item Deleted 







if Item Deleted 
less likely to be punished for 
breaking laws online 
19.4598 28.065 .301 .196 .824 
easy to violate laws on internet 18.8927 27.865 .364 .396 .814 
easy to commit crimes on 
internet 
19.2720 26.106 .521 .519 .793 
will not get caught if i commit 
crime on internet 
20.1034 26.947 .549 .401 .790 
commit a crime on internet i 
won't be identified 
20.0996 26.959 .560 .463 .789 
easily commit crime on internet 19.5134 24.966 .620 .484 .780 
won't feel guilty if i violate a law 
on internet 
20.1418 26.238 .596 .565 .784 
won't be blamed if i violate laws 
on internet 
20.1839 26.551 .632 .568 .782 
committing a crime on the 
internet is acceptable to me 
20.3257 27.474 .535 .553 .793 
 
 












N Valid 261 
Missing 13 
Mean 22.2490 
Std. Error of Mean .35634 
Median 22.0000 
Mode 20.00 
Std. Deviation 5.75687 
Variance 33.142 
Skewness -.005 
Std. Error of Skewness .151 
Kurtosis -.151 

















Items N of Items 




 Scale Mean if 
Item Deleted 







if Item Deleted 
driven drunk in last 12 months 7.8721 9.700 .469 .252 .607 
driven recklessly in past 12 
months 
7.1977 8.712 .483 .264 .604 
go out drinking more than 4x a 
week 
8.2209 11.325 .507 .259 .614 
have gotten speeding/reckless 
driving tickets in past 12 
months 
8.2016 11.617 .371 .144 .652 
have had one-night stands in 
college in the past 12 months 





	   97	  
Statistics 
New_RPL 
N Valid 258 
Missing 16 
Mean 9.7907 
Std. Error of Mean .23891 
Median 10.0000 
Mode 5.00 
Std. Deviation 3.83751 
Variance 14.726 
Skewness .358 
Std. Error of Skewness .152 
Kurtosis -.844 
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Victimization: Cyber Sexual Harassment (SH_Vic): Section 5-1  
Statistics 
New_SH_Vic 
N Valid 274 
Missing 0 
Mean 1.9124 
Std. Error of Mean .11734 
Median 2.0000 
Mode .00 
Std. Deviation 1.94230 
Variance 3.773 
Skewness 1.106 
Std. Error of Skewness .147 
Kurtosis .810 








Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 87 31.8 31.8 31.8 
1.00 48 17.5 17.5 49.3 
2.00 42 15.3 15.3 64.6 
3.00 57 20.8 20.8 85.4 
4.00 18 6.6 6.6 92.0 
5.00 1 .4 .4 92.3 
6.00 3 1.1 1.1 93.4 
7.00 18 6.6 6.6 100.0 
Total 274 100.0 100.0  
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Victimization: Physical Sexual Assault (Physical_ SA_VIC): Section 5-2 
Statistics 
 
N Valid 274 
Missing 0 
Mean .4380 
Std. Error of Mean .06835 
Median .0000 
Mode .00 
Std. Deviation 1.13138 
Variance 1.280 
Skewness 2.563 
Std. Error of Skewness .147 
Kurtosis 5.093 
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Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 229 83.6 83.6 83.6 
1.00 15 5.5 5.5 89.1 
2.00 6 2.2 2.2 91.2 
3.00 3 1.1 1.1 92.3 
4.00 21 7.7 7.7 100.0 
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Victimization: Catfishing (CAT_VIC): Section 5-3 
Statistics 
New_CAT_Vic 
N Valid 274 
Missing 0 
Mean .2956 
Std. Error of Mean .04865 
Median .0000 
Mode .00 
Std. Deviation .80533 
Variance .649 
Skewness 2.719 
Std. Error of Skewness .147 
Kurtosis 6.037 









Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 235 85.8 85.8 85.8 
1.00 15 5.5 5.5 91.2 
2.00 6 2.2 2.2 93.4 
3.00 18 6.6 6.6 100.0 
Total 274 100.0 100.0  
 








N Valid 254 
Missing 20 
Mean .1850 
Std. Error of Mean .04398 
Median .0000 
Mode .00 
Std. Deviation .70094 
Variance .491 
Skewness 5.904 
Std. Error of Skewness .153 
Kurtosis 44.941 













Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 228 83.2 89.8 89.8 
1.00 14 5.1 5.5 95.3 
2.00 9 3.3 3.5 98.8 
3.00 1 .4 .4 99.2 
5.00 1 .4 .4 99.6 
7.00 1 .4 .4 100.0 
Total 254 92.7 100.0  
Missing System 20 7.3   
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N Valid 274 
Missing 0 
Mean .2628 
Std. Error of Mean .04866 
Median .0000 
Mode .00 
Std. Deviation .80539 
Variance .649 
Skewness 2.963 
Std. Error of Skewness .147 
Kurtosis 7.152 









Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 244 89.1 89.1 89.1 
1.00 8 2.9 2.9 92.0 
2.00 2 .7 .7 92.7 
3.00 20 7.3 7.3 100.0 
Total 274 100.0 100.0  
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Victimization: Cyberbullying (SCB_VIC): Section 5-6 
Statistics 
New_SCB_Vic 
N Valid 274 
Missing 0 
Mean .7628 
Std. Error of Mean .09218 
Median .0000 
Mode .00 
Std. Deviation 1.52582 
Variance 2.328 
Skewness 1.989 
Std. Error of Skewness .147 
Kurtosis 2.552 























Frequency Percent Valid Percent 
Cumulative 
Percent 
Valid .00 198 72.3 72.3 72.3 
1.00 31 11.3 11.3 83.6 
2.00 7 2.6 2.6 86.1 
3.00 10 3.6 3.6 89.8 
4.00 6 2.2 2.2 92.0 
5.00 22 8.0 8.0 100.0 
Total 274 100.0 100.0  
 
  
 
 
 
 
 
 
 
 
 	  
 
